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Notices 
 
 

 

The information contained in this manual has been reviewed for accuracy. It may include 

typographical errors or technical inaccuracies. Changes are made to the document 

periodically. These changes will be incorporated in new editions of the publication. Viking 

Enterprise Solutions (VES) may make improvements or changes in the products. All 

features, functionality, and product specifications are subject to change without prior notice 

or obligation. All statements, information, and recommendations in this document do not 

constitute a warranty of any kind, express or implied. 
 

Any performance data contained herein was determined in a controlled environment. 

Therefore, the results obtained in other operating environments may vary significantly. 

Some measurements may have been made on development-level systems and there is 

no guarantee that these measurements will be the same on generally available systems. 

Furthermore, some measurements may have been estimated through extrapolation. 

Actual results may vary. Users of this document should verify the applicable data for their 

specific environment. 
 

This information contains examples of data and reports used in daily business operations. 

To illustrate them as completely as possible, the examples include the names of 

individuals, companies, brands, and products. 
 

All of these names are fictitious and any similarity to the names and addresses used 

by an actual business enterprise is entirely coincidental. 

Applicable Models 
 

This manual is applicable to all ONYX series models. 
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Regulatory Statements 

 

VES ONYX Series complies with different FCC/CE/VCCI/KCC compliance classes. 

Please refer to the classification and the corresponding statement below. 
 
 

CE Class A Statement 
 

This device has been shown to be in compliance with and was tested in accordance with 
the measurement procedures specified in the Standards and Specifications listed below. 

 

Technical Standard: EMC DIRECTIVE 2014/30/EU 

Class A (EN55032 / 

EN55024) 

 

CE Class B Statement 
 

This device has been shown to be in compliance with and was tested in accordance with 
the measurement procedures specified in the Standards and Specifications listed below. 

 
Technical Standard: EMC DIRECTIVE 2014/30/EU 

Class B (EN55032 / 

EN55024) 

 

FCC Class A Statement 
 

This device complies with Part 15 of the FCC Rules. The Operation is subject to the 

following two conditions: 
 

1. This device may not cause harmful interference. 
 

2. This device must accept any interference received, including interference that may cause 

undesired operation. 
 

This equipment has been tested and found to comply with the limits for a Class A digital 

device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide 

reasonable protection against harmful interference when the equipment is operated in a 

commercial environment. This equipment generates, uses, and can radiate radio frequency 

energy and, if not installed and uses in accordance with the instruction manual, may cause 

harmful interference to radio communications. Operation of this equipment in a residential 

area is likely to cause harmful interference in which case the user will be required to correct 

the interference at his own expense. 

 
Notice: The changes or modifications not expressly approved by the party responsible for 
compliance could void the userôs authority to operate the equivalent. 
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FCC Class B Statement 
 

This equipment has been tested and found to comply with the limits for a Class B digital 
device, pursuant to Part 15 of the FCC Rules. These limits are designed to provide 
reasonable protection against harmful interference when the equipment is operated in a 
residential installation and used in accordance with the instruction manual may cause 
harmful interference to radio communications. However, there is no guarantee that 
interference will not occur in a particular installation. If this equipment does cause harmful 
interference to radio or television reception, which can be determined by turning the 
equipment off and on, the user is encouraged to try to correct the interference by one or 
more of the following measures: 

 
Á Reorient or relocate the receiving antenna. 
Á Increase the separation between the equipment and receiver. 
Á Connect the equipment into an outlet on a circuit different from that to which the 

receiver is connected. 
Á Consult the dealer or an experienced radio TV technician for help. 

 

 

Notice: The changes or modifications not expressly approved by the party responsible for 
compliance could void the userôs authority to operate the equivalent. 

 

 

VCCI Class A Statement 
 

ͩΓ Δ̘ϔЎϞ A Ί̙ͯͩΓ θ Ί ͯαΌ θ

ͣ ͩͯͩΌ͘͢ΰΤ̙ͯͩΓ ΐΔ ͢ Ώ θ ʹαή͜ ͫβαͩΌ

͘͢ΰΤ̙ͯ 

 

VCCI-A 
 

 

VCCI Class B Statement 
 

ͩΓ Δ̘ϔЎϞ B Ί̙ͯͩΓ Δ̘ Ί ͯαͩΌθ Ό

ͭΉ͚Τ̘ͯͩ͢Γ ͢ЎϝώΪϫБϸϝЌИ ΐ ͭΉ ͫβαΌ̘

θ ͣ ͩͯͩΌ͘͢ΰΤ̙ͯ 
 

ΐ ΆΉ ͚ͭ ΰ ͚θͭΉ ͚ͫ ̙ 
 
VCCI - B 
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KCC Class A Statement* 
 

A ͕ ͙͙ (‰ᶴ↔ ḢἾ ᾐ͙▫◓ ) 

 
 

╪ ͙͙Ѥ ‰ᶴ↔ (A ͕ ) ♣▫ ♠ ͙͙ᴛἌ ᵰ▫ ֞Ѥ Ợ↔▫Ѥ ╪ ♩╙ ל╥ ᾎ͙ 

ḕגᶒ, ʺ♬ Ω╥ ּ⁵ת⁄Ἄ Ợ↔ Ѥ ˦╙ ᶜ♠╖ᴛ ѱѻ. 
 

(This equipment has approved for EMC on purpose of business use and there is possible 
for radio interference for home use.) 

 

 

KCC Class B Statement* 
 

B͕ ͙͙ (ʺ♬↔ ḢἾ ᾐ͙▫◓ ) 
 

╪ ͙͙Ѥ ʺ♬↔ (B͕ ) ♣▫ ♠ ͙͙ᴛἌ לᴛ ʺ♬⁄Ἄ Ợ↔ Ѥ ˦╙ ᶜ♠╖ᴛ ᶒ, 

ᶛ ӧ ּ⁵ת⁄Ἄ Ợ↔  ὡ ▓ᾋѱѻ. 
 

 

*KCC statement is only applicable for certain ONYX Series models. Please refer to the 
product page on https://www.vikingenterprisesolutions.com/onyx for further information. 

Safety Warnings 
 

1. The ONYX Series can operate normally in the temperature of 0ºC~40ºC (31.99 ~ 
103.99°F). Please make sure the environment is well-ventilated. 

 
2. The power cord and devices connected to the ONYX Series must provide a correct supply 

voltage. 
 

3. Do not place the ONYX Series in direct sunlight or near chemicals. Make sure the 
temperature and humidity of the environment are in the optimized level. 

 
4. Place the product right side up at all times. 

 
5. Unplug the power cord and all connected cables before cleaning. Wipe the ONYX 

Series with a dry towel. Do not use chemical or aerosol to clean the NAS. 
 

6. Do not place any objects on the ONYX Series for the serverôs normal operation and to 
avoid overheat. 

 
7. Use the screws provided in the product package to lock the hard disks in the ONYX 

Series when installing hard disks for proper operation. 
 

8. Do not place the ONYX Series near any liquid. 
 

9. Do not place the ONYX Series on any uneven surface to avoid falling off and damage. 
 

10. Do no place the ONYX Series on the ground and do not step on the system to prevent 
any potential damages. 

 
11. Make sure the voltage is correct in the location where the ONYX Series is installed. 

Contact the distributor or the local power supply company for the information. 
 

12. Do not place any object on the power cord. 
 

https://www.vikingenterprisesolutions.com/onyx


 

6     ONYX Series Software Guide Document CTC-DOC-003004 

Viking Enterprise SolutionsÊ Proprietary Information 

13. Do not attempt to repair the ONYX Series in any occasions. Improper disassembly of 
the product may expose the users to electric shock or other risks. For any inquiries, 
please contact the distributor. 

 
14. Do not touch the fan inside the system to avoid serious injuries. 

 
15. To remove all electrical current from the device, ensure that all power cords are 

disconnected from the power source. 
 

16. The ONYX series should only be installed in restricted access location such as in the 
server room and maintained by the qualified service person. The server room is locked 
by key or keycard, or other means of security access and only a qualified service person 
is allowed to enter the server room.  

 
 
 

CAUTION: (English) 
 

Replacing incorrect type of battery will have the risk of explosion. Please 

replace the same or equivalent type battery use and dispose of used 

batteries appropriately. 
 
 
 

 

INFORMATION: 
 

VES provides a limited warranty for VES-branded hardware and 

peripheral product(s): 
  

3 years limited warranty from date of original purchase.
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Preface 
 

 

About This Manual 

 

This manual provides technical guidance for how to setup VESq 3.0 with your ONYX 

Series, and it is intended for use by system administrators, storage consultants, or 

anyone who has purchased this product and is familiar with server and computer 

network, network administration, storage system installation and configuration, network 

attached storage management and relevant protocols. 

Related Documents 
 

There are related documents which can be downloaded from the website. 
 
https://www.vikingenterprisesolutions.com/onyx-series/ 

Technical Support 

 

Do you have any questions or need help troubleshooting a problem? Please contact VES 

Support, we will reply to you as soon as possible. 

 

¶ Via the Web: 
https://vikingenterprisesolutions.atlassian.net/servicedesk/customer/portal/6 
 

¶ Via Email:  customersupport@vikingenterprise.com 
  

Information, Tip and Caution  

This manual uses the following symbols to draw attention to important safety and 

operational information.  
 

INFORMATION:  

INFORMATION provides useful knowledge, definition, or 

terminology for reference.  
 

TIP:  

TIP provides helpful suggestions for performing tasks more effectively.  
 

CAUTION:  

CAUTION indicates that failure to take a specified action could result in 

damage to the system.  
 

https://vikingenterprisesolutions.atlassian.net/servicedesk/customer/portal/6
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1.0    Getting Started 
 
 

 

Thank you for purchasing VES ONYX Series. The new users are advised to follow the 

steps below to complete the system installation. 

 

1.1. Hardware Installation 

 

After unpacking your ONYX Series, please refer to the following steps to install the ONYX 
Series system hardware: 

 

1.1.1. Installing Disk Drive(s) 
 

The detail instruction is illustrated in the Hardware Guide and the Quick Installation Guide 

(QIG). Both documents and be found on VES website 

https://www.vikingenterprisesolutions.com/support/ and the QIG can be found in the 

product package. 
 
 
 
 

CAUTION: 
 

If you are installing a used disk drive on the ONYX Series which 

contains other data, the data may be damaged or cleared during the 

installation or in future usage. Please make sure you back up the data 

before starting the installation. 
 
 
 

 

TIP: 
 

If you would like to maximize volume space with RAID being 

set, we recommend that all your installed drives be the same 

size. 
 
 
 
 
 
 
 
 
 
 

  

https://www.vikingenterprisesolutions.com/support/
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1.1.2. Power On Your ONYX Series 
 

Please follow the steps below to power on your ONYX Series system: 
 

1. Connect at least one LAN cable to one of the LAN ports on your ONYX Series and the 

other end to your switch, router, or hub. 

2. Connect the expansion mini-SAS HD and power cables 
 

3. Connect your ONYX Series to the power and press the power button to start the 

installation process. 
 

4. Checking the system status LEDs to make sure your ONYX Series is function properly. 
 
System Status LED Indication

 
 
 

Description  Definition 
 

     
 

USB One Touch  USB Copy Button 
 

Copy Button/ USB   

Á Press the button one time to start the action defined 
through UI 

 

Status LED   (Note: USB one touch copy function needs to be enabled 
 

   through UI first) 
 

  USB Status LED 
 

   Blue: A front USB device is detected (after the device is 
 

   mounted). 
 

   

Blue flashes every 0.5 sec:  
1) The USB device (connected to 

 

   

the front USB port) is being accessed. 
2) The data is being copied to or from the external USB or 
eSATA device. 

 

   OFF: No USB device is mounted. 
 

      
 

Solid State Drive   Blue: The hard disk is attached. 
 

(SSD) LED   Blue flashes: The disk data is being accessed. 
 

   Amber: A hard drive read/write error occurs. 
 

   

Blue and Amber flashes alternatively: The hard disk is 
being 

 

   rebuilt or identify a specific disk drive. 
 

   OFF: No disk drive is inserted. 
 

   
 

Power Button/LED  Power Button 
 

   

Press the button one time to turn ON or OFF the system 
power. 

 

  Power LED 
 

  

 
  

 

  White : power is ON. 
 

  

 
 

 

  White flashes every 0.5 sec: the system is at the stage of 
 

   starting up or shutting down, or the NAS is not configured. 
 

   

Amber: 
1) The system pool has reached its full capacity (100%). 

 

   2) The system pool is going to be full (95%). 
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3) The system fan is out of function. 

   
4) A bad sector is detected on the hard disk drive or hard 
disk failed. 

 

   5) One of the pools is in degraded read-only mode. 
 

      
 

 
 

 
 

  6) Hardware self-test error. e.g. 
 

  abnormal voltage, the temperature is at critical high/low, any 
 

  cooling fan module failed; any pool failed. 
 

 

 
 

 

 White and Amber flash every 0.5 sec alternatively: 1) The 
 

  system firmware is being updated. 2) RAID rebuilding is in a 
 

  process. 3) Software control LED indicator. 
 

  Off: the system shutdown. 
 

   
 

LAN Status LED  Blue: The NAS is connected to the network. 
 

  

Blue flashes: The disk data is being accessed from the 
network. 

 

   
 

Expansion Unit  Blue: An expansion card is being accessed. 
 

Status LED  OFF: No expansion card is being accessed. 
 

   
 

Disk Drive Status  Blue: The hard disk is attached. 
 

LED  Blue flashes: The disk data is being accessed. 
 

  Amber: A hard drive read/write error occurs. 
 

  Blue and Amber flashes alternatively: The hard disk is being 
 

  rebuilt or identify a specific disk drive. 
 

  OFF: No disk drive is inserted. 
 

  
 

LAN Port Activity/Link: 
 

  Light OFF: No connection. 
 

  Light ON: Connected to the internet 
 

  Light flashes: when data is being accessed. 
 

 Speed: 
 

  Light OFF: Speed less than 10Mbps 
 

  Light ON: Connected to the internet 
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¶ System Status LED Indication  

For ONYX Series XN5000R and XN8000R series.
 

 

Description  Definition 
 

     
 

Enclosure Power  Power Button 
 

Button/LED   Press the button one time to turn ON or OFF the system power. 
 

   Keep pressing for 4 seconds to force turn OFF the system 
 

   power. 
 

  Power LED 
 

  

 

  
 

  White 

power is ON (at least one power supply unit is 
supplying power to the system). 

 

  

 

 
 

  White 

flashes every 0.5 sec: the system is at the stage of 
starting up or shutting down, or the NAS is not 
configured. 

 

   Off: the system is shutdown. 
 

   
 

Unit Identification  UID (Unique Identity) button 
 

(UID) Button/LED   Press the button one time to turn it ON; press it again to turn it 
 

(front panel)   OFF. 
 

  UID (Unique Identity) LED 
 

   Blue: the system has been identified. 
 

   Off: the system has not been identified. 
 

   
 

Enclosure Access  (Indicate the host interface connectivity.) 
 

LED   Blue flashes: the host interface activity is on-going. 
 

   Off: no host interface activity. 
 

   
 

Enclosure Status  (Indicate current health status of the system.) 
 

LED   Amber: 1) The storage folder/pool has reached its full capacity 
 

   (100%). 2) The storage folder/pool is going to be full (95%). 3) 
 

   The system fan is out of function. 4) A bad sector is detected on 
 

   the hard disk drive. 5) One of the pool is in degraded read-only 
 

   mode. 6) Hardware self-test error. e.g. PSU failed, abnormal 
 

   voltage, the temperature is at critical high/low, any cooling fan 
 

   module failed or removed, any pool failed. 
 

   Amber flashes every 0.5 sec: firmware is upgrading, or RAID 
 

   rebuilding is in a process. 
 

   Off: the system is healthy. 
 

    
 

Disk Drive Power   Blue: the disk drive is inserted and no data access. 
 

LED   Blue flashes: the disk data is being accessed. 
 

   Blue flashes (interval of 0.5 sec): The hard disk is rebuilding or 
 

   identify a specific disk drive. 
 

   Off: no disk drive is inserted. 
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Disk Drive Status   Off: the disk drive is healthy. 
 

LED   Amber: the disk drive is error. 
 

   
Amber flashes (interval of 0.5 sec): the disk drive is rebuilding  

   
 

   or identify a specific disk drive. 
 

   
 

LAN Port  Activity/Link: 
 

   Light OFF: No connection. 
 

   Light ON: Connected to the internet 
 

   Light flashes: when data is being accessed. 
 

  Speed: 
 

   Light OFF: Speed less than 10Mbps 
 

   Light ON: Connected to the internet 
 

    
 

Unit Identification   Blue: the system has been identified. 
 

(UID) LED (rear   Off: the system has not been identified. 
 

panel)    
 

    
 

PCIe Solid State   Blue: The SSD is attached. 
 

Drive (SSD) System   Blue flashes: The disk data is being accessed. 
 

LED   Amber: A hard drive read/write error occurs. 
 

   Blue and Amber flashes alternatively: The hard disk is being 
 

   rebuilt or identify a specific disk drive. 
 

    
 

SATA Solid State   Blue: The SSD is attached. 
 

Drive (SSD) System   Blue flashes: The disk data is being accessed. 
 

LED   Amber: A hard drive read/write error occurs. 
 

   Blue and Amber flashes alternatively: The hard disk is being 
 

   rebuilt or identify a specific disk drive. 
 

    
 

PSU LED   OFF: No AC power to power supplies / AC present (only 5VSB 
 

   on, PS off). 
 

   Green: PSU is on and OK. 
 

   Amber: Power supply failure for main output. 
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4. Checking the system alarm buzzer to make sure your ONYX Series is function 
properly. 

 

¶ System Alarm Buzzer Indication 
 

No.   Beep Sound  No. of Times   Description 
 

         
 

       ¶ The ONYX Series is ready (finish start up). 
 

       
¶ The ONYX Series is being shut down 

(software 
 

       ¶  shutdown). 
 

1   Short beep 1  ¶ The system firmware has been updated. 
 

  

(0.5 sec) 
 

¶ Front USB start copy [Note 3] 
 

      
 

       ¶ Front USB finish copy [Note 3] 
 

       ¶ USB drive is removed 
 

       ¶ The user starts hard drive rebuilding. 
 

   

Short beep 

 3 times, ¶ The NAS data cannot be copied to the 
external storage device from the front USB 
port. 

 

2    interval of 0.5 
 

   (0.5 sec)  
sec 

¶   
 

       
 

        
 

       
1) The system pool has reached its full 

capacity (100%). 
 

        2) The system pool is going to be full (95%). 
 

        

3) The system fan is out of function.  
4) A bad sector is detected on the hard disk 

drive or hard disk failed. 
 

     Beep until  5) One of the pools is in degraded mode. 
 

3 
  Long beep  event finishes,  

6) Hardware self-test error. e.g. degraded 
mode. 

 

  

(1.5 sec) 

 

interval of 0.5 

 7) Hardware self-test error. e.g. PSU failed, 
abnormal voltage, the temperature is at 
critical high/low, any cooling fan module 
failed or removed, any pool failed. 

 

 

     
 

     sec  8) Remove hard disk or solid-state drive. 
 

         
 

         
 

 

Note: If one event has triggered the beep sound, the next event will not trigger the 
beep sound until the previous event has finished. 

 
Note 2: The beep sound will not be triggered if buzzer function is disabled from the 
VESQ. You can check the error messages through the Notification Center on VESQ. 

 
Note 3: For ONYX series. 
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1.2. ONYX Series System Discovery 

 

After hardware setup is finished, the next step is to discover the system on the network 

and start the initial configuration. To discover and install the VES Storage Manager 

(VESQ), please follow the steps below: 
 

1. Power on the ONYX Series. 
2. Access the ONYX Series storage management GUI using the below interfaces: 

 
A. Ethernet Management port 

 
The default setting for the management IP address is DHCP. Check the 
DHCP server for the ONYX Series leased IP address and you can go directly 
to the ONYX Series storage management interface using a web browser e.g. 
http://192.168.1.x. 
 
Note: If the LAN doesnôt have a DHCP server, the management port will be 
assigned a fix IP address: 169.254.1.234/16. So, you can configure the IP 
address of your management computer to the same subnet domain of the 
storage system, e.g.: 169.254.1.1/16. Then open a browser and enter 
http://169.254.1.234 to go into the login page. 

 
 

B. Serial Port ï Access the ONYX Series system directly from a computer using 
the provided RS-232C serial cable 

 
a) Connect your computer to the ONYX Series system using the provided 

RS-232C serial port cable 
b) Launch a VT-100 terminal emulation application on your computer 
c) Configure the serial port as (8-N-1-115200) 
d) Login as admin/1234 
e) Enter ñinfoò to see the ONYX Series storage management IP 

address(es) 
 

 

 

 

 

 

 

 

 

 

  

http://192.168.1.x/
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3. Launch your web browser and point to the ONYX Series management IP address and 
the ONYX Series welcome wizard will launch  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Click Quick Setup or Custom Setup to start the setup process and follow the 

onscreen instructions. 

5. If you accidentally leave the quick install page, you can always return to the 

setup page by go through the steps above from step 1 again. 

6. After quick setup is finished, login to the VESQ as ñadminò (default account 

name) with the password you set on former instructions. 
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INFORMATION: 
  

1. Both the ONYX Series and your PC must be on the same local network.  
2. If you cannot find your ONYX Series, the default IP address for 

LAN 1 is 169.254.1.234.   
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2.0    VESq Basics and Desktop 
 
 

 

ONYX Series Storage Manager 3.0 (VESq 3.0) is an innovative storage operating system 

designed for VES ONYX series. Based on Linux and 128-bit ZFS, VESQ 3.0 not only 

inherits the amazing native features of ZFS but is also adjusted with several bespoke 

optimization enhancements that make the ONYX series a high-performance, efficient and 

superior network attached storage device. 
 

VESQ 3.0 guarantees data integrity, and security. The built-in checksum mechanism can 

automatically correct corrupted data using file snapshots. A wide range of supported RAID 

types, file and block level snapshots and various backup solution support ensures that data 

always well-protected. AES-256 pool encryption, WORM and SED drive support prevent 

confidential data from being either stolen or modified. 
 

VESQ 3.0 utilizes every resource to achieve data efficiency. Data deduplication and 

compression technology reduce storing duplicate data blocks and files to maximize storage 

capacity, making the ONYX Series capable of storing beyond its raw storage capacity. 
 

VESQ 3.0 effectively addresses the performance demands of various applications. The SSD 

caching boosts up data access speed. And classifying data by access frequency lets auto-tiering 

help you fetch frequently used files even faster. 
 

Value-added functionalityôs such as virtualization capability, multiple server center, centralized 

file station etc. are also provided making VESQ 3.0 robust and able to carry out dedicated 

applications. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

In this manual, we will be introducing every feature of the VESQ 3.0. Once you have 

finished the basic setup and login to your ONYX Series, please check the topics below to 

learn more about VESQ 3.0. 
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2.1. About NAS 

 

About NAS contains basic information about your ONYX Series, including firmware 

version, hardware information and your storage usage. 

 

 

Checking information about you ONYX Series 

 

 
 
 

Please follow the steps below to check the information of your ONYX Series: 
 

1. Click the VES icon on the upper-left corner on VESQ desktop to get to main menu. 
 

2. Select About NAS on the menu. 
 

3. The following information will be displayed on the popup window: 
 

Å Version : The current VESQ version. 
 

Å Serial number : A unique, identifying number for your ONYX Series. 
 

Å CPU : CPU specification for your ONYX Series. 
 

Å Memory : Total memory capacity. 
 

Å Used capacity : Current system capacity usage. 
 

Å Total capacity : Total system capacity available. 
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2.3. Preference 

 

The Preference page allows you to modify personal profile, setup wallpaper and empty 

your recycle bin. It can be found by clicking the person-shaped icon at the upper-right 

corner of the desktop. 

 
 
 
 
 
 
 
 
 
 

User 

 
This tab allows you to view your user profile and provides options to edit basic user account 
settings.  

 
 
 
 
 
 
 
 
 
 
 
 
 

You can change your profile picture by the following steps: 
 

1. Click the Upload button on your profile picture. 
 

2. Choose a picture from your computer. 
 

3. Click Open on the upload window to save the setting. If it has been saved successfully, 

you can view your profile picture on both of the User page and Control Panel > User 

page. 

 

Change user password: 
 

1. Click Change Password button. 
 

2. Enter the new password in New password field. 
 

3. Verity the new password in Verify Password field. 
 

4. Click Confirm button to save the change.  

 

INFORMATION:  
Password can include up to 64 characters, only |a-z| |A-Z| |0-9-_| are valid.  
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Wallpaper 

 
This page allows you to customize the appearance of your Desktop.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 
 
Change the background of your desktop: 

 

You can choose one of the recommended wallpapers as your desktop wallpaper. If you 

select the picture, the desktop background will be changed at the same time. 
 

Upload a customized image that will be used as your desktop background: 
 

1. Click the lower right button of each customized wallpaper. 
 

2. Choose the image from your computer. 
 

3. Choose from the drop-down menu to decide how the background image will be 

arranged on your desktop, and the background will be changed in real time. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Recycle Bin 
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This page allows you to setup the retention time for all the deleted file(s) or folder(s) in 
Recycle Bin.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
                     Enable Recycle Bin: 

 
1. Click Enable auto-empty Recycle Bin checkbox. 

 
2. Enter the retention time in File retention time textbox from 1 to 90 day(s) for 

your deleted file(s) or folder(s). 
 

3. Choose the time which your system will check the recycle bin automatically 

from Daily check time drop-down menu. 
 

4. Click Apply button to save the settings.  
 

 

Empty Recycle Bin: 
 

Click Empty Recycle Bin button to remove all the file(s) and folder(s) from recycle bin 
permanently. 
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2.4. Desktop 

 

VESQôs innovative desktop provides a simple, intuitive user interface where you can see 

folder, file and application windows. Learn more about your desktop at the following 

sections. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Status Bar 
 

The status bar is located at the top of the screen and includes the following items: 
 
 
 
 

 

 

1. Display desktop: Minimize all open windows or restore them to original size. 
 

2. VES logo menu: 
 

About NAS : You can check the information about your NAS and register your 

VES ID here. For more information, please see About NAS and VES Cloud help 

documents. 
 

Control Panel : Manage all the system settings in a place. For more information, 

please see Control Panel help document. 
 

Apps : Contains all the applications in an area. 
 

Tutorial : Provide you several tips when first logging in VESQ. For more 

information, please see Tutorial help document. 
 

Restart: For admin, they can decide whether to restart the VESQ or not. 
 

Shutdown: For admin, they can decide whether to shut down the VESQ or not. 
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3. Background tasks: Display currently running tasks. 
 

4. Notification Center: Display event logs include information, warning and error. 
 

5. Spotlight: Help you find the specific applications and help documents. You can 

follow these steps below to search for items: 
 

(1) Click Spotlight to open the search widget. 
 

(2) Enter keywords in search bar. (See valid characters on Note.) 
 

(3) Matched results will be displayed on the lower panel. 
 

(4) Click to open the needed item.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

INFORMATION:  
Characters which are allowed include: "a-z A-Z 0-9".  

 
 

 

6. Person-shaped icon: Logout or modify your account, wallpaper and empty recycle 
bin. 

 
 

7. Language: Choose your prefer language for the VESQ user interface. If you change the 

language successfully, the display language will be replaced immediately without having 

to log in VESQ again. 

 

8. Dashboard: Display current system status such as CPU usage, memory usage, 

storage capacity usage, hardware status, network speed and connected users. 
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Desktop main screen 
 

You can manage the app shortcut, Dock, and view the apps information on the desktop main 
screen.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

You will see these functions below by using right mouse button on each app:  
 

 

 
 

 
 

1. Right-click the target app on desktop. 
 

2. Choose Open on the menu.  

                   Pin a shortcut to desktop/unpin from desktop 
 

1. Open Apps button on the Dock. 
 

2. Open File Manager app. 
 

3. Click the right mouse button on the folder/file and select Pin to Desktop button, or 

drag the target folder/file and drop it on desktop. 
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4. Unpin: Right-click the folder/file that has pinned to desktop and select Unpin from 

Desktop on the menu. 

 

Pin an app to Dock/Unpin an app from Dock 
 

You can pin an app to Dock or unpin it by the following steps: 
 

1. Right-click on each app. 
 

2. Choose Pin to Dock on the menu. 
 

3. Unpin: Right-click the target app on Dock and select Unpin from Dock on the menu. 
 

View app information 
 

You can view the description, language and developer of the target app by the following steps: 
 

1. Click the right mouse button on each app. 
 

2. Choose About on the menu. 

 

Dock 
 

Dock is a convenient place to keep the objects you use frequently. You can add or remove 

objects from Dock. It is located at the bottom of desktop. 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Open an object 
 

Click an object on Dock, or you can choose Open on right-click menu of each object.  
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       Move an object on Dock 
 

You can move an object by dragging it to the left of the Dockôs separator.  
 
 
 
 
 
 
 
 
 
 

                   Remove an object from Dock 
 

You can remove the Dockôs object by dragging it to recycle bin. When you drag an object to 

recycle bin at the end of the Dock, a hint text will be shown beside the icon and then you can 

move it successfully. (To empty the recycle bin, open the recycle bin and click Empty Recycle 

Bin button.) 
   
 
 
 
 
 
 
 
 
 

Hide/Show Dock 
 

You can hide or show the Dock by clicking the button on top of the Dock panel.  
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1. Default items: The default items include Control Panel, Apps and Recycle 
Bin will always be shown on Dock. You canôt do remove or drag actions on 
these items. 

 

2. Apps shortcut: The pinned shortcuts will be located between the Apps and 
Recycle Bin icon. If the app shortcut has been on the Dock, you canôt pin 
this app again. 

 
3. The maximum number of objects on Dock will be ñ24ò. 
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2.5. Monitor 

 

2.5.1. Resource 
 

This page allows you to monitor the CPU usage, memory usage, storage utilization, pool 

throughput and network flow. 

 

CPU 
 

You can check the status of CPU usage. The detailed information of each chart will be 

shown upon mouse over. CPU load could be high when Monitor is first launched, 

because the system needs to collect its resource data and load the UI page at the same 

time. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

 To show on Dashboard 
 

If you want to view this status on Dashboard, click Add to Dashboard checkbox at the top 

of this page. 
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Memory 
 

This page shows the overall physical and expansion memory usage on your ONYX 

Series. Cache memory will be released when overall memory is insufficient. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To show on Dashboard 
 

If you want to view this status on Dashboard, click Add to Dashboard checkbox at the top 

of this page. 
 
 
 
 

INFORMATION: 
 

The percentage may be high if the system stores the frequently accessed 

data in cache, so the data can be quickly obtained by the system instead 

of from hard disks. The cache memory will be released when overall 

memory is insufficient. 
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Storage 
 

This page shows the storage usage on each volume. The chart shows the percentage of 

used capacity on each volume and shared folders. You can view each volume specifically by 

clicking the drop-down menu at the top of the chart. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To view all folders 
 

It will show at most eight folders in a volume. If you want to view the overall folders, 

click the Details button to get more information. 
 
 

 

To show on Dashboard 
 

If you want to view this status on Dashboard, click Add to Dashboard checkbox at the top 

of this page. 
 
 
 

 

TIP: 
 

If you didnôt reserve the size for your shared folder, it will show the same 

size as its volume on Used capacity. 
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Pool 
 

This page displays the transfer status of each pool. The detailed information of each chart 

will be shown upon mouse over. You can check each pool status by clicking the drop-down 

menu at the top of the chart. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

   To show on Dashboard 
 

If you want to view this status on Dashboard, click Add to Dashboard checkbox at the 

top of this page. 
 

Process 
 

Process allows you to check the CPU usage, memory usage, PID and user account of all 

the active processes in the order of CPU usage. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                               To search content 
 

If you want to search processes on this table, enter the keyword and click Search button 

or Enter button on your keyboard. 
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2.5.2. Hardware 
 

On this page, you can view the hardware information on localhost and all the enclosures by 

clicking the drop-down menu at the top of the page. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

You can check the status of CPU usage. The detailed information of each chart will be 

shown upon mouse over. CPU load could be high when Resource Monitor is first launched, 

because the system needs to collect its resource data and load the UI page at the same 

time. 
 
 

 

To show on Dashboard 
 

If you want to view this status on Dashboard, click Add to Dashboard checkbox at the 

top of this page. 
 
 
 
 

TIP:  
The following are the possible types of status of hardware information: 

 

Å For system health status: 
 

Green - The system status is good. 

Yellow - The system status is 

abnormal. Red - The system status 

is error. 
 

Å For fan speed status  
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Red - The fan speed is lower than the minimum level. 
 

Å For PSU status: 
 

Yellow - The PSU is absent Red 

- The PSU is not functioning. 
 

Å For temperature 
 

Green - The temperature is at normal level. 

Yellow - The temperature is at abnormal 

level. Red - The temperature is at critical 

level. 
 
 

 

2.5.3. Service 
 

On this page, you can view the status and port number of all the network services.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To show on Dashboard 
 

If you want to view this status on Dashboard, click Add to Dashboard checkbox at the top 

of this page. 
 
 
 

 

TIP: 
 

The following are the possible service statuses:  
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Green - Running. 
 

Yellow - Stop. 
 

Red - Abnormal.  
 
 

2.5.4. Network 
 

This page displays the sent and received data in MB every 3 seconds. If you create link 

aggregations or connect the Thunderbolt adapter card, the transfer speed will also show on 

this page. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

You can view the overall network information including IP address, IPv6 address, MAC 

address, subnet mask and DNS by choosing the interface from Interface drop-down 

menu. 
 
 

TIP: 
 

The status light shows the current status of each LAN port, please refer to 
the 

 

following indication: 
 

Green - Connected. 
 

Grey - Disconnected. 
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3.0    Control Panel 
  

3.1. System 

 

3.1.1. General Setting 
 

You can quickly set up the general system settings you want on this page, such as 

System name, Time & Date, and Management. 

 

System 
 

In this page, you can setup the general setting, buzzer, and identify your ONYX Series. By 

naming and setting the password for the ONYX Series, it can help you recognize your 

device in your network and manage it. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

To name your system, please follow the steps below: 
 

1. Enter the new name in System name. 
 

2. Click Apply to save the changes. 
 
 

Changing password 
 

To change admins password, please follow the steps below: 
 

1. Click Change Password button. 
 

2. Enter the new password. 
 

3. Retype the new password. 
 

4. Click Confirm to save the change.  
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Buzzer 

 

When the buzzer is enabled, your ONYX Series start to notify administrators of the 

abnormal or error status by different type of sounds. At the same time, you can test the 

buzzer by simply click the Test button. To enable buzzer, please follow the steps below: 
 

1. Select Enable buzzer. 
 

2. Click Apply to save the setting. 
 

You can test the buzzer by simply click the Test button.  
 
 
 

System identification 
 

If you want to identify the ONYX Series, click Start and then the UID (Unique Identify) 

LED on the front panel of ONYX Series will start blinking. 
 

Date and Time 
 

To change your Date and Time settings for you ONYX Series. You can set the settings 

either as automatic or manual. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

                        Date and Time settings 
 

To setup the system time settings, please follow the steps and instructions below: 
 

1. Setup time & date automatically: Select Set date and time automatically and 

choose time server from the drop-down menu for your preference. 
 

2. Setup time & date manually: Select Set day and time manually and enter the time and 
date. 

 
3. Choose a time zone from Time zone drop-down menu. 

 
4. When you finish setting, click Apply to save the settings. 
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Management 
 

You can configure the auto logout time and web managements for your ONYX Series.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

System Management 
 

For the security, you can setup the Auto logout time and Login lock for you Administration's session. 
 

Å Auto logout: After in certain period of the time, the idle users will be 

logged out automatically if you enable ñAuto Logoutò. 
 

To enable the Auto logout, please follow the steps below: 
 

1. Click Auto log out checkbox. 
 

2. Choose the idle time for 5, 10, 15, or 30 minutes from the drop-down menu. 
 

3. Click Apply to save the settings. 
 
 

Å Login lock: Enable the Login lock, one user account does not allow to create 

multisession to access ONYX Series. 
 

To enable the Login lock, please follow the steps below: 
 

1. Select Login Lock checkbox. 
 

2. Click Apply to save the settings. 
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Web Management Service 
 
You can setup the data communication for ONYX Series WEB UI for HTTP, HTTPS or Both of 
them. 

 

Moreover, you can set each protocol for a specific port. When the HTTPS is selected, you 

can access your ONYX Series by TLS/SSL connection. Please setup the web management 

service by the following steps: 
 

1. Choose web service communication protocol below from the drop-down menu: 
 

Å HTTP (Hypertext Transfer Protocol) only: HTTP is a set of communication 

protocols which allows users to communicate and exchange information on the 

World Wide Web. The default port for an HTTP connection is 13080. 
 

Å HTTPS (Hypertext Transfer Protocol Secure) only: HTTPS is a set of 

communication protocols which allows users to use HTTP as the connection 

encrypted by TLS/SSL. The default port for an HTTPS connection is 13443. 
 

Å HTTP and HTTPS: Supports both HTTP and HTTPS protocols. 
 

2. If you want to change the service port, please enter HTTP/HTTPS port number 

in the textbox. 
 

3. Click Apply to save the settings. 
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3.1.2. Network 
 

In network page, you can view the status and config each Ethernet and Thunderbolt 

(Optional) interface. ONYX Series also provides the Link aggregation, IPv6, Routing table 

and some more advanced settings for administrators easy to control the Ethernet access 

of the device. 

 

Interface 

 

You can view the network circumstance and config each network interface. The default 

gateway and DNS service can also be setup over here. When Thunderbolt care is installed, 

the interface configuration can also be found on this page. 

 

 

 

 

 

 

 

 

 

 

 

 
 

Link Aggregation 
 

Link aggregation is the technology that can provide various methods of combining 

(aggregating) multiple network connections in parallel to increase throughput beyond what 

a single connection could sustain and to give redundancy in case one of the links should 

fail. 
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Please follow the steps below to setup link aggregation: 
 

1. Standalone: Do not support link aggregation. 
 

2. Aggregation Link Driver Mode: 
 

Å Round-Robin: Round-robin driver mode transmits network packets in sequential 

order from the first available network interface to the last. This mode provides 

load balance, fault tolerance, and increases data transmission efficiency. 
 

Å Active-Backup: In the active-backup mode, only one network interface in the 

bond is active. If one adapter (interface) fails, it will switch to the second one 

automatically. The aggregated MAC address is externally visible on only one port 

(network adapter) to avoid confusing the switch. This mode provides fault 

tolerance. 

 

Å XOR (Trunking Layer, Layer2, Layer2+3, Layer3+4) : XOR mode balances 

network traffic by separating packets between different adapters. This mode 

selects the same network interface for each MAC address and also provides load 

balance and fault tolerance. 
 

Å Broadcast: Broadcast mode transmits network packets on all network 

interfaces. This mode provides fault tolerance. 
 

Å LACP (Dynamic Link Aggregation, Layer 2, Layer 2+3, Layer 3+4, IEEE 802.3ad) : 

LACP creates aggregation groups that share the same speed and duplex settings. 

This mode utilizes all network interfaces (adapters) in the active aggregator group 

according to the IEEE 802.3ad. This mode provides fault tolerance and load balance. 
 

Å Transmit Load Balancing (balance-tlb): Transmit Load Balancing mode uses 

a bonding driver mode that does not require any particular network switch 

support. The outgoing network traffic is distributed according to the current load 

on each network interfaces. Incoming traffic is received by one currently 

designated slave network interface. If this receiving slave fails, another slave 

will take over the MAC address of the failed receiving slave. This mode 

provides fault tolerance. 
 

Å Adaptive Load Balancing (balance-alb): Adaptive load balancing mode includes 

balance-tlb plus receives load balancing (rlb) for IPv4 traffic. Setup of this mode 

does not require any particular network switch support. ARP negotiation achieves 

the receive load balancing. This mode provides load balancing and fault tolerance. 
 

3. Click Confirm to finish the settings. 
 
 

Edit the specific network Interface 
 

In different network circumstances, you may need the to set each network interface 
independently. 
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There are three ways help your ONYX Series to get an IP address, such as DHCP, 
BOOTP, and Static. 

 
Moreover, you can set Jumbo frame and VLAN as well.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To edit the network interface of the system, please check the instructions and follow the 
steps below: 

 

1. Select the interface you want to modify. 
 

2. Click Edit. 
 

3. Choose one of the following interfaces: 
 

Å DHCP: Dynamic Host Configuration Protocol which is a standardized network 

protocol used on IP network for dynamically distribution network configuration 

parameters, such as IP address for interfaces and services. With DHCP 

computers request IP addresses and networking parameters automatically from 

a DHCP server, reducing the need for an administrator or a user to configure 

their settings. 
 

Å BOOTP: The Bootstrap Protocol is a computer networking protocol used in 

Internet protocol networks to automatically assign an IP address to network 

devices from a configuration server. This protocol is implemented by using the 

User Datagram Protocol (UDP) and operates only on IPv4 networks. 
 

Å Static: A static Internet Protocol address is a permanent number assigned to a 

computer by an Internet service provider (ISP). A static address is constant; 

systems with static IP addresses are vulnerable to data mining and increased 

security risks. A static IP address is also known as a fixed address, which means 
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that a computer with an assigned static IP address uses the same IP address 

when connecting to the Internet. 

 

4. Setup jumbo frame: Select the MTU value of the jumbo frame for your 

network environment. 
 
 

INFORMATION: 
 

The Jumbo frame setting is valid if the ONYX Series is on a gigabit network 

environment and the other corresponding network devices support the same 

MTU value. 
 
 
 

5. Enable VLAN: Select Enable VLAN and enter the VLAN ID. 
 

6. Click Apply to finish the setting.  

 

INFORMATION: 
 

VLAN is a kind of ñlogical LAN,ò in which a subnet can be planned and 

implemented based on logical connections, instead of physical location. 

You can divide a VLAN based on your requirements ï it can be done in a 

single switch or across multiple switch environments. VLANs can be 

distributed by the network, your location, function, department, application, 

or Ethernet connection port. 
 
 

 

Å Advantages of VLAN: 
 

 Allows different kind of devices (PC, workstation, server) to integrate into the same 

logical network.  
 Rapidly communicates information to each other. 

 
 Shares resource and isolate broadcast date traffic to increase the efficiency of the 

network data transmission.  
 The same VLAN will not change its access right due to physical location change.  
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Å VLAN ID: 
 

VLAN ID is a number that used to identify those devices that are in the same 

network domain. Those devices with different VLAN IDs are not able to directly 

communicate with each other. The number for the VLAN ID number must be 0 to 

4094. One physical network interface can be assigned with one VLAN ID. 
 
 

 

Default Gateway 
 

Configure the default gateway for your ONYX Series, such as LAN1, LAN2, etc. Please set 

up by the following steps: 
 

1. Choose the default gateway from the drop-down menu. 
 

2. Click Apply to save the settings.  
 
 

 

DNS Settings 
 

DNS (Domain Name Service) provides a means to translate a host name into an IP 

address. You can obtain the DNS server address automatically from your DHCP server or 

manually input the DNS server address. Please follow the steps to setup the DNS settings: 
 

1. Choose one of the items below for your need: 
 

Å Obtain DNS server address automatically: If you choose this item, the 

system will automatically get the DNS IP address. 
 

Å Use the following DNS server address: If you choose this item, you have 

to enter primary or secondary DNS manually. 
 

2. Click Apply to save the settings. 

 

IPv6 
 

IPv6 is short for "Internet Protocol Version 6". IPv6 is the Internet's next-generation 

protocol, designed to replace the current Internet Protocol, IP Version 4. 

  
 

Set up IPv6 interface 
 

To setup the IPv6 interface, please follow the steps below: 
 

1. Select Enable IPv6. 
 

2. Choose the interface you want to modify, and click Edit. 
 

3. Select one of the following types: 
 

Å Automatic: Acquire an IP address automatically. 
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Å DHCP: Use Dynamic Host Configuration Protocol (DHCP) to allocate an 

intellectual property address. 
 

Å Static: Specify an IP address manually. If you choose Static, you have to set IPv6  
address, prefix length (Valid range: 0~128) and gateway first. 

 
4. Click Confirm to save the settings. 

 
 

DNS settings 
 

You can assign the primary and secondary DNS server automatically or manually via IPv6 
address. 

 

 

Routing 

 

This tab shows you the table for current IPv4/ IPv6 routing status. You can add 

IPv4/IPv6 static route and manage them here. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

IPv4 static routing/IPv6 static routing 
 

In routing table, you can add, edit and delete a specific static route for your ONYX Series. 
 

To add an IPv4/IPv6 static route, please follow steps below: 
 

1. Click Add IPv4/IPv6 Static Route. 
 

2. In Destination, enter the IP address of your destination. 
 

3. In Subnet mask, enter the subnet mask of your address 
 

4. In Gateway, enter your destinationôs gateway address. 
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5. In Metric, setup the mask metric. 
 

6. Choose default interface in Interface. 
 

7. Set your IP address in IP address. 
 

8. Click Confirm to save the changes. 
 
 

 
 

To edit an IPv4/IPv6 static route, please follow steps below: 
 

1. Choose the item you want to modify. 
 

2. Click Edit and setup the form settings. (See the descriptions in Add IPv4/IPv6 static 
route) 

 
3. Click Confirm to save the changes. 

 

To remove an IPv4/IPv6 static route, please follow steps below: 
 

1. Choose the item you want to modify. 
 

2. Click Delete and setup the form settings. (See the descriptions in Add an IPv4/IPv6 

static route) 
 

3. Click Confirm to save the changes. 

 

Advanced 
 

With this page, you can find several Internet tools for administrators to solve Internet issues.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Ping / Traceroute 
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The NAS system provides diagnostic tools such as Ping/Traceroute to diagnose what 

happens between the host and system. To start the services, please follow the steps 

below: 
 

1. Choose diagnostic tool including Ping or Traceroute. 
 

2. Enter an IP address based on IPv4 or IPv6. 
 
  

3. Click Start to diagnose. 
 

Loopback 
 

Choose interface and enter the IP address of the other device to execute a loopback which 

checks the transmission performance between the NAS and other devices. To enable the 

loopback service, please follow the steps below: 
 

1. Select Enable loopback. 
 

2. Click Apply to save the change.  
 

ARP 
 

ARP (Address Resolution Protocol) provides table mapping between IP addresses and 

MAC addresses. You can choose all or type the specific IP address for mapping. Check 

the steps Choose diagnostic tool including Ping or Traceroute. 
 

1. Select All or enter the specific IP address. 
 

2. Click Flush to start mapping the addresses. 
 

3. Click Cancel to stop mapping the addresses. 
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3.1.3. Security 
 

In Security, you can make your ONYX Series even more secure with Access 

Control, Firewall, Connection List, SSL Certificate, and SED authentication. 

 

Access Control 
 

In this page, you can set up the access control for your ONYX Series. You can allow all 

connections or a particular IP or IP ranges. Once the IP is set to deny, the host will not be 

capable of connecting to the device unless the setting is removed. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

                   Add a deny connection list 
 

To add a deny connection list, please follow steps below: 
 

1. Select Deny connections from the list. 
 

2. Click Add button. 
 

3. Choose one of the following methods: 
 

Å Single IP address 
 

 Enter an IP address and setup the block time.  
  Click Confirm button.  
  Click Apply button to finish the setting. 

 
Å Specify IP address of network by setting IP and netmask 

 
 Enter IP address and netmask.  
 Setup the block time and click Confirm button.  
  Click Apply button to finish the setting. 
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Å IP range 
 

  Enter the IP range in start/End IP text field.  
 Setup the block time and click Confirm button.  
  Click Apply button to finish the setting. 

 
 

Add an allow connection list 
 

To add the allow connection list, please follow the steps below: 
 

1. Select Allow connections from the list. 
 

2. Click Add button. 
 

3. Choose one of the following methods: 
 

Å Single IP address: 
 

 Enter an IP address and setup the block time.  
  Click Confirm button.  
  Click Apply button to finish the setting. 

 
Å Specify IP address of network by setting IP and netmask 

 
 Enter IP address and netmask.  
 Setup the block time and click Confirm button.  
  Click Apply button to finish the setting. 

 
Å IP range 

 

 Enter the IP range in start/End IP text field.  
  Setup the block time and click Confirm button.  
  Click Apply button to finish the setting.  

 
 
 

INFORMATION:  
The current connection IP address will be automatically added to the allow 
list.  
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Firewall 
 

At this page, Firewall can prevent your ONYX Series from Internet attack for different data 

services by blocking the IP automatically. By setting up the unsuccessful attempts in the given 

time, the system will block the IP until the rules have passed. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Enable Firewall 
 

To enable Firewall and control the service permission, please follow the steps below: 
 

1. Click Enable firewall checkbox. 
 

2. Click Service checkbox which you want to set the restriction. 
 

3. Set Unsuccessful attempts for 1/5/10/30 times. 
 

4. Set Service time range for 5/10/20/30/100 minutes. 
 

5. Set Block the IP limited time for 1 minute/30 minutes/1 hour/1 day. 
 

6. Click Apply button and finish the setting. 
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Connection List 
 

In this page, you can view and manage current connections of all data service for the ONYX 

Series. You can check the particular user or file service as well. Moreover, by clicking check 

box ñAdd to dashboardò, you can see all the connection status on the desktop. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Viewing a particular file service 
 

To view the particular file service, please follow the steps below: 
 

1. Click the drop-down menu of connection type. 
 

2. Select the file service you want to check.  
 

 

Disconnect a user from the list 
 

To disconnect the user from the list, please follow the steps below: 
 

1. Choose the user you want to disconnect. 
 

2. Click Disconnect button. 
 

3. Click Confirm button to disconnect the user. 
 

4. Click Apply button to save the change. 
 

 
Block a user from the list 

 
To block the user from the list, please follow the steps below: 

 

1. Select the user you want to block. 
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2. Click Block button. 
 

3. Choose the block time and click Confirm button. 
 

4. Click the Apply button to save the change. 

 

SSL Certificate 
 

Certificates are used to ensure SSL services on your ONYX Series, such as the web (all 

HTTP/HTTPS services), email, or FTP. It allows users to validate the identity of a server and 

the administrator before sending any confidential information. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

        Import certificate 
 

To import certificates, please follow the steps below: 
 

1. Click Import Certificates and the import window will pop out. 
 

2. Upload Certificate and Private Key from your device. 
 

3. Click Confirm to import the certificates. 
 

INFORMATION:  
The certificate cannot be decrypted by the other private key pair.  

 
 
 

Restore current certification 
 

To restore the current certificates on ONYX Series, please follow the steps below: 
 

1. Click Restore Default Certificate and Private Key. 
 

2. The certificate will be restored to default. 
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Download certificate 
 

To download Certificate or Private Key to your computer, click on Download Certificate 
and 

 
Download Private Key. 

 

 

SED Authentication 
 

If you enable SED authentication, the system can generate the authentication key for SED 

protected disk(s) that even on the roaming process. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
Enable SED authentication 
 
To enable SED authentication, please follow the steps below: 

 

1. Click Enable SED authentication check box. 
 
2. Click Apply button. 
 
3. The authentication setting window will pop out.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

4. Click Confirm. 
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3.1.4. Connection 
 

You can set up DDNS (Dynamic Domain Name Server) and UPnP (Universal Plug and 

Play) for your ONYX Series in Connection in order to connect to the Internet easily. 

 

DDNS 

 

In DDNS, you can register a VES dynamic domain name (VES Cloud) or log in a third-party 

dynamic domain name for your ONYX Series. Then you can easily connect to your ONYX 

Series with your public domain name (e.g. VES.VEScloud.net) instead of an IP address 

(e.g. 192.168.10.10). 

 

Requirement: 
 

Before you start setting up DDNS, please ensure the following items are ready: 
 

1. Make sure the service of DDNS provider is working. 
 

2. You have an active account on the DDNS provider. 
 

3. The ONYX Series is able to connected to the internet. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Login a dynamic domain name for your ONYX Series 
 

1. Click the checkbox to Enable DDNS service. 
 

2. Select a DDNS Provider in the drop-down menu.  

 

INFORMATION:  
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ONYX Series supports the following DDNS providers: 
 

1. VES Cloud 
 

2. Change IP 
 

3. DNSEXIT 
 

4. Dynamic DO! jp 
 

5. FreeDNS 
 

6. No-IP 
 

7. Two-DNS 
 

 

3. Enter your registered Hostname of your DDNS account. 
 

4. Enter your Username or Email address of your DDNS account. 
 

5. Enter your Password or Key. 
 

6. Click Test Connection button to check if the setting is correct.   
7. Click Apply to finish. 

 

Once you have finished setting up, you can check and update your service status in the below 
dialog.  
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UPnP 
 

In UPnP, you can set up the port forwarding table of your router to forward ONYX Seriesô 

service port number, to allow ONYX Series being accessed from the internet. 

 

Requirement: 
 

Before you start setting up UPnP, please ensure the following items are ready: 
 

1. Your UPnP router is on the VES compatibility list. 
 

2. Your ONYX Series is connected with a UPnP router. 
 

                 Set up UPnP 
 

1. Click the checkbox to Enable UPnP service. 
 

2. Click Scan Router button to check if your router supports UPnP or not. 
 

3. Set up the UPnP update schedule the default value is 15 mins. You can choose 

other values (5, 10, 15, 30, 60 mins) from the drop-down menu. 
 

4. Check the service(s) to forward its port number. 
 

5. Click Apply to finish the setting. 
 

 

The UPnP service will forward the local port number of your service(s) on your router. When 

the port number is occupied by another device, the UPnP will try to assign a new port number 

on the router to forward. 
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INFORMATION:  
Please refer to the following for the services and its local port number: 

 

1. Xccess: 51000 ports 
 

2. AFP: 548 ports 
 

3. FTP: 21 ports 
 

4. HTTP: 13080 ports 
 

5. HTTPS: 13443 ports 
 

6. Rsync: 873 ports 
 

7. SFTP: 22 ports 
 

8. SSH: 2222 ports 
 

9. WebDAV: 50000 ports 
 

10. WebDAVS: 50005 ports 
  

 

3.1.5. Notification 
 

In this page, you can setup the notification for the different system events occurred via 

different protocols, such as Syslog, Mail, and SNMP. Meanwhile, you can also set the event 

type for each account or protocols. 
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Syslog 
 

When Syslog is enabled, all logs and connection logs can be saved to the remote Syslog 

server, and you can choose the event logs you would like to notice. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

     Syslog 

 
To enable Syslog, please follow steps below: 

 

1. Select Enable Syslog. 
 

2. Enter Syslog server IP. 
 

3. Enter UDP port. 
 

4. Select Device. 
 

5. Select the events you want to send to the server. 
 

6. Click Apply to save the settings.  

 

Notification Log 
 

Choose the event occurred for the specific type of logs you want to be noticed via the 
protocol. 
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Mail 
 

On this page, you can choose an e-mail service to save your logs. The ONYX Series 

offers Gmail, Yahoo Mail, Outlook, and the custom e-mail services. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

           Mail-from address setting 
 

Enter a mail-from address can help you send out the event occurred on your ONYX 

Series to your specific mail account (Mail to address). 
 

To add a mail-from address, please follow the steps below: 
 

1. Select the email account host you would like to set as the mail-from account. 
 

2. Configure the SMTP server for outgoing mails on this server. (Please refer to your 

e-mail service provider for the SMTP settings.) (Custom mode) 
 

3. Set up your port when you are log in. (Custom mode) 
 

4. Enter your email address. 
 

5. Type in your account & password 
 

6. Click Apply to save the settings. 
 

7. If you want to send a test email to the specified email account, click Send test 

email, and then check your email. 
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Mail-to address setting 
 

Enter a mail to address can help you receive the event occurred on your ONYX Series from 

your Mail-from address. 
 

To add a mail-to address, please follow the steps below: 
 

1. Click Add Mail-To Address. 
 

2. Enter email address. 
 

3. Choose the event occurred for the specific type of logs you want to be noticed 
 

4. Click Confirm to save the settings. 

 

SNMP 

 

SNMP (Simple Network Management Protocol) is widely used in network management 

systems to monitor appliances attached to a network. Types include SNMPv1, SNMPv2 

and SNMPv3 are supported. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To enable SNMPv1 and SNMPv2 
 

To enable SNMPv1, SNMPv2, please follow the steps below: 
 

1. Select Enable SNMP service. 
 

2. Enter a port number. 
 

3. Enter SNMP trap address 1~address 3. 
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4. Choose v1v2 in SNMP version. 
 

5. Set up a Community name. (The default name is public.) 
 

6. Select the events you want to be noticed. 
 

7. Click Apply to save the settings.  
 

 

To enable SNMPv3 
 

To enable SNMPv3, please follow the steps below: 
 

1. Select Enable SNMP service. 
 

2. Enter a port number. 
 

3. Enter SNMP trap address 1~address 3. 
 

4. Choose v3 in SNMP version. 
 

5. Pick a protocol. 
 

6. Enter Username and Password. 
 
 

7. Select Enable encryption if you want to encrypt the DES/AES protocol. (Optional) 
 

8. Set up a Community name. (The default name is public.) 
 

9. Select the events you want to be noticed. 
 

10. Click Apply to save the settings.  
 
 

 

INFORMATION:  
1. SNMP service supports IPv4 and IPv6. 

 
2. SNMPv1, SNMPv2, SNMPv3 community limitation: The community 

name must be in the range from 1 to 64 displayable characters. The 

following are not allowed: " ' \ and space. 
 

3. SNMPv3 username limitation: The username must be in the range from 
1 to  
64 displayable characters. The following are not allowed: " ' \ and space. 

 
4. SNMPv3 password limitation: The password is case sensitive and should 

be in the range from 8 to 127 displayable characters, including letters, 

numbers, and signs. The following are not allowed: " ' \ and space. 
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To enable SNMPv3 
 

VES provides the ability to monitor the ONYX Series including system, disk, and the status of 

RAID volumes. Please click the Download button, if you want to install the MIB files into your 

managing system. 
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3.1.6. Power 
 

In this page, it can help you to increase the power efficacy, automatic mechanism 

configuration for the unexpected power outage. 

 

Management 
 

You can set Auto shutdown, Wake on LAN, HDD hibernation, and power recovery. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

 

Auto Shutdown 
 

when auto shutdown is enabled, the system will shut down automatically when internal 

power or temperature is in an abnormal status. To enable this function, please follow the 

steps below: 
 

1. Select Enable auto shutdown. 
 

2. Click Apply to save the settings.  
 

Wake on LAN 
 

Wake on LAN allows the ONYX Series can be powered on in LAN network. To enable this 

function, please follow the steps below: 
 

1. Select Enable wake on LAN. 
 

2. Click Apply to save the settings.  
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HDD hibernation 
 

The internal hard disk(s) and external SATA disk will hibernate after being inactive for a 

specified period. To enable this function, please follow the steps below: 
 

1. Select Enable HDD hibernation. 
 

2. Choose period from the drop-down menu. 
 

3. Click Apply to save the settings. 

 
Recovery 

 
 

To setup the recovery method when the power resume to work, please follow the steps below: 
 

1. Choose one of the following options: 
 

Å Restored to the previous power-on or power-off status. 
 

Å Left in the power-off status. 
 

2. Click Apply to save the settings. 

 

UPS 
 

The UPS (Uninterruptible Power Supply) is a backup power device for your ONYX 

Series if the power failure occurs or power outage. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Set up UPS 
 

After installing the UPS, you can configure the UPS settings by the following steps: 
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1. Choose UPS type. 
 

2. Choose battery notification if the battery level is lower than 10~90(%). 
 

3. Choose shutdown battery level (%) . 
 

4. Choose shutdown delay (s). 
 

5. Choose on/off shutdown UPS . 
 

6. Click Apply to save the settings. 
 
 

In the UPS setting page, the system will show the UPS battery level (%) automatically. 
 

 

Schedule 

 

If you enable the power schedule, you can power on/ off, restart or hibernate the ONYX 

Series automatically. The power schedule can be a specified on a daily, weekly or 

dedicated monthly date basis. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To add a power schedule 
 

To add a power schedule, please follow the steps below: 
 

1. Click Add Power Schedule. 
 

2. Choose shutdown, restart or turn on the server in Task. 
 

3. Illustrate the task in Description. 
 

4. Select the scheduled date in Schedule. 
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5. Choose the scheduled time in Time. 
 

6. Click Confirm to save the settings.  

 

To modify a power schedule 
 

To modify the existing power schedule, please follow the steps below: 
 

1. Select a schedule you want to modify. 
 

2. Click Edit. 
 

3. Follow the steps for schedule setup. (See Add a power schedule.) 
 

4. Click Confirm to save the settings.  
 

 

To delete a power schedule 
 

To remove the power schedule, please follow the steps below: 
 

1. Select a schedule you want to remove. 
 

2. Click Delete. 
 

3. Click Confirm to save the settings. 
 
 

 

3.1.7. Log 
 

In Log, you can manage the types of log you would like to see in the Notification Center. 

You can also monitor the system and connection status easily and efficiently. 
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General Settings 
 

In General Settings, you can choose the type(s) of event log you would like to see 

on the Notification Center. There are three types of log: Information, Error and 

Warning. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
  

INFORMATION:  
The classification of different log types: 

 

Å Information: Important information which should be recorded at all 

times, for example service starting, stopping, completed or settings 

being changed. 
 

Å Warning: Anything which can potentially cause damage to the 

system, but can be recovered automatically by the system, 

including operation failed, user login failed or system temperature 

abnormal. 
 

Å Error: Anything which is fatal to the system, including hardware 

malfunctioning, system temperature overheated or pool/volume 

created failed. 
 
 

 

System log 
 

System log includes all the functions under Control Panel, such as Storage, File Sharing 

and Network Service. 
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Connection log 
 

Connection log includes all the access actions of the data services, such as login, logout, 

read, write, delete and more. 
  

Application log 
 

Application log includes logs from certain apps, such as File Manage, Backup, Cloud 

Sync, VPN Service and more. 
 
 

 

Display logs in Notification Center 
 

There are three types of log: Information, Error and Warning. 
 

1. To customize the events on the Notification Center, you can select the checkbox 

next to each log types. 
 

2. Click Apply button to save the settings.  
 
 

 

TIP 
 

To make sure logs can be displayed in Notification Center 

successfully, please ensure that you have clicked the Show in 

Notification Center checkbox on the 
 
 

Log page of the app(s) you wish to display. For more information, please 

refer to the help page of the app interested. 
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System Log 
 
 

In System log, you can view, download and search for logs related to the system. If you see 

an amber light showing on the front panel of your ONYX Series indicating errors may have 

occurred, you can refer to these event logs for troubleshooting. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

INFORMATION: 
 

The system can store up to 500 logs. If the numbers have reached the 

system limit, the earliest items will be deleted from the list 

automatically. 
 
 
 

 

Clear all logs 
 

To clear all the logs from your system, please follow the steps below: 
 

1. Click Clear All button on the top of the page. 
 

2. Click Confirm button to delete all logs.  
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Download all logs 
  

To download all the logs from your system, please follow the steps below: 
 

1. Click Download All button on the top of the page. 
 

2. Choose the destination where you would like to store the logs in.  
 
 

 

INFORMATION: 
 

The downloaded file will be in .txt format, please open the file with 

software that supports .txt files. 
 
 

 

Refresh the logs 
 

By clicking Refresh button, the page will be reloaded and all the new event logs will be 

added to the list. 
 
 

 

Filter the logs by its type 
 

With the drop-down menu, you can choose to see all types of log or restricted to a specific 

type, such as Information, Warning and Error. 
 
 

 

Search for logs 
 

You can use the search bar to find logs quickly. To search the log history, please follow 

the steps below: 
 

1. Enter the keyword in the search bar and press enter to search for logs with the 

matching keyword. 
 
 

INFORMATION:  

Valid characters: ̧a-z A-Z 0-9̨  
 
 
 

 

2. To search the log history by its date and time, you can click the magnifying 

glass in the search bar on the top-right corner, the advanced search menu will 

appear. 
 

3. Choose the date and time on the advanced search menu. Press Search to start 

searching for logs within the range. 
 

4. Press Reset to return to the default setting. 
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System Connection 
 
System connection contains connection history of how user's actions via each data service. 

 
Meanwhile, in overview page, you can download all logs or search particular events.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

INFORMATION:  
1. User actions: Login, log out, add, modify, delete, and move files. 

 
2. Data service supported: CIFS, AFP, NFS, FTP(s)/SFTP, WebDAV(s), 

SSH, iSCSI, File Manager and Xccess. 
 

The file transfer performance might be slightly affected when the 

logging is started. 
 
 

 

Manage the log types to display 
 

To choose the data services which you would like see on System connection list, please 

follow the steps below: 
 

1. Click General Settings button. 
 

2. Click the checkbox beside the services you would like to display. 
 

3. Click Confirm button to save the settings.  
 

TIP: 
Once you have chosen the service(s) you would like to display on the 
connection list and clicked the Confirm button, the selected service(s) will be 
restarted. Please make sure that you have finished all the task before 
confirmed.  
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Clear all logs 
 

To clear all the logs from your system, please follow the steps below: 
 

1. Click Clear All button on the top of the page. 
 

2. Click Confirm button to delete all logs.  
 

 

Download all logs 
 

To download all the logs from your system, please follow the steps below: 
 

1. Click Download All button on the top of the page. 
 

2. Choose the destination where you would like to store the logs in.  
 
 

 

INFORMATION: 
 

The downloaded file will be in .txt format, please open the file with 

software that supports .txt files. 
 
 
 

Refresh the logs by clicking the Refresh button, the page will be reloaded and all the new 

event logs will be added to the list. 
 
 

 

Filter the logs by its type and action 
 

With the drop-down menu, you can choose to see all types of log or restricted to a specific 

log type or data service. 
 
 

 

Search for logs 
 

You can use the search bar to find logs quickly. To search the log history, please follow 

the steps below: 
 

1. Enter the keyword in the search bar and press enter to search for logs with the 

matching keyword. 

 

 

INFORMATION:  

Valid characters: ̧a-z A-Z 0-9̨  
 
 

 

2. To use the advanced search tool, please click the magnifying glass in the search 

bar on the top-right corner. 
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3. Enter the criteria(s) you would like to search for on the advanced search menu. Press 

Search to start searching for logs within the range. 
 

Å Date & Time range: Search for logs within the specific date and time range. 
 

Å User: Search for logs by the specific user name.  
 

INFORMATION:  

Valid characters: ̧a-z A-Z 0-9̨  
 

 

Å IP address: Search for logs by the specific IP address.  
 

INFORMATION:  

Valid characters: ̧0-9̨  
 

 

Å Device name: Search for logs by the specific device name.  
 

INFORMATION:  

Valid characters: ̧a-z A-Z 0-9̨  
 

 

4. Press Reset to return to the default setting. 
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3.1.8. Maintenance 
 

In this page, you can check and update firmware status, set the system back to factory 

default, and import or export system configuration. 

 

System Update 

 

This page shows current firmware information and firmware update schedule. VES 

releases free VESQ updates for new features, function improvement, and performance 

enhancements. 

  

INFORMATION: 
 

Updating firmware does not affect the data on ONYX Series, however, to 

ensure the data security, back up all your data before update is strongly 

recommended. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Current firmware information 
 

It shows the model name, version and installed date of the current firmware on your ONYX 
Series.  

 

Status 
 

To make sure your ONYX Series is always up to date, you can setup the firmware update 

schedule by steps below: 
 

1. Click Schedule Setting. 
 

2. Choose one of the following options: 
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Å Check update automatically and set the schedule and time. 
 

Å Never check update automatically. 
 

3. Click Confirm to save the settings.  

 
 

Advanced 

 

To update the firmware on ONYX Series manually, you can download the latest firmware 

on VES website (http://www.VES.com) and click Manual Update to upload the binary file 

(.bin) to your system. 
 
 

INFORMATION: 
 

Firmware version cannot return to the previous version than currently 

installed one. 
 

 

System Recovery 

 

If the system has any issues due to the unexpected failure, the System Recovery setting 

allows the system to clear all user configuration, and the system will be restored to factory 

default. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Reset to factory default 
 

The ONYX Series provides three methods below to reboot the system with faculty setting: 
 

1. Reset network setting to factory default: If you choose reset network setting to 

factory default and click Reset Device, your system configuration will result in: 
 

http://www.qsan.com/
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 Reset Admin PWD to "1234".  
  All networking set to "DHCP".  
  All data service ports set to the default setting (All data service enable and set to 

default 
 

port). 

 

  VLAN will be terminated.  
  Vswitch will be delete. 

  Port trunking will be disabling.  
 After configs will be deleted, RESTART the NAS.  
  Log out VES Cloud.  
  DNS settings.  
  DDNS and UPNP settings.  

 

INFORMATION:  
When system joined AD server, the DNS will not be reset.  

 
 
 

 

2. Reset all setting to factory default: If you choose reset network setting to factory 

default and click Reset Device, your system configuration will result in: 
 

 All (1) settings.  
 System settings set to default.  
 All accounts, groups, folder permission, and ACL will be deleted.  
  All Access control lists will be deleted.  
  All backup tasks will be deleted.  
  All Cloud sync job will be deleted.  
  All VPN settings will be deleted.  
  Web server setting set to default.  
  AntiVirus setting will be deleted.  
  SQL settings are set to default. 

 Media Library index will be deleted. 
 After all configurations are deleted, RESTART the NAS. 

 
3. Reset all settings and erase all contents: If you choose to reset all settings to 

factory default and click Reset Device, your system configuration will result in: 
 

 Include (1) and (2).  
  erase all contents.  
  After data and configurations are deleted, RESTART the NAS.  

 

INFORMATION: 
 

If WORN folder exists, this option will be gray out, So you will not be 

able to initiate your ONYX Series. 
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Import/ Export 
 

You can use your ONYX Series settings on another ONYX Series. You will only need to setup 

once and Import/Export configuration file to another device. Every setting will be the same as 

your first setup one. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Import configuration file 
 

To import the configuration file, please follow the steps below: 
 

1. Click the ñFolder symbolò to upload the configuration file that you would like to import. 
 

2. Click Import to import the configuration file.  

 

INFORMATION: 
 

The import file (.bin) can only be the export configuration files from 

another ONYX Series. 
 
 
 

 

Export configuration file 
 

To Export the configuration file, please follow the steps below: 
 

1. Select the configuration you want to export. 
 

2. Click Export to export the configuration file of this NAS.  

 

INFORMATION: 
 

The exported configuration will be named as ñCONFIG-YOUR Device 

name-Date and time.binò. 
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Export system diagnosis report 
 

 
Click Export to export the system report for diagnosing. These files can help VES 

support and Engineers to diagnose the unexpected issues. 
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3.2. Storage 

 

3.2.1. Overview 
 

In Overview, you can check the structure of storage space and all connected enclosures. 

 

Storage Map 
 

In Storage Map, you can check the all-pool structure, quick access to Folder setting page.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Check the pool structure 
 

For administrators, it is always important to have a quick view of current storage space 
structure. 

 

To check the pool structure, please follow the steps below: 
 

1. Click a pool you want to check. 
 
 

2. The page will show the information of the pool.  
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INFORMATION:  
1. After selecting a pool, all disks in this pool will be highlighted on the 

machine. 
 

2. While selecting a RAID group, all disks in the RAID group will be 

highlighted on the machine 
 
 
 

 

Quick access to the setting page 
 

To make the management easier on each folder, you can simply click the folder icon 

showing on the page. 
 

To quickly access the folder, please follow the steps below: 
 

1. Select the Folder on the top of the window. 
 

2. Click the folder icon. 
 

3. UI will direct you to the setting page of the selected folder. 
 
 

Enclosure Map 
 

In Enclosure Map, you can check all the enclosures which were connected via SAS 12G 

expansion card. 
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Check your expansions 
 

While connecting to expansion units, you can easily check the connecting speed or click it 

to view more information for the unit. 
 

To view the status, please follow the steps below: 
 

1. Select the Enclosure on the page. 
 

2. One click the enclosure 
 

3. UI will direct you to the monitor page to show more information. 
 
  

3.2.2. Disk 
 

In Disk, you can view the status, check the basic information and manage for each internal 

disk which was installed on your ONYX Series or expansion units. 
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Set global spare 
 

The global spare disk is a redundant disk which helps the system automatically take over the 

failed disk in any pool. 
 
To set a Global spare, please follow the steps below: 
 

1. Select a disk from the list. 
 

2. Click the function button in the top right corner of the disk list. 
 

3. Click Global spare.  

 

INFORMATION:   
You can only set the FreeDisk as the spare disk.  

 
 
 

 

1. A confirmation window will pop out. 
 

2. Click Confirm to finish the action. 
 

 

 

TIP:  
To make the spare disk as free disk, please check Set free function.  

 
 
 
 
 

 

Identify the disk 
 

In some circumstances, system administrators need to find a physical disk in a bunch of 

the disks; this feature helps them to find disks in local and enclosures. 
 

To identify the disk, please the steps below: 
 

1. Select a disk from the list. 
 

2. Click the function button in the top right corner of the disk list. 
 

3. Click Identify disk. 
 

4. Disk blinking window will pop out. 
 

5. Click OK to turn off the disk identification.  
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Self-encrypting drives 
 

Self-encrypting drives (SEDs) designed using an open industry standard which developed 

by the Trusted Computing Group (TCG) provide protection for data at rest and in transit and 

meet criteria established by government agencies around the world. Instant erase and 

Unlock are the features only for SED supported disks. 

 
   Instant erase disks 

 

This feature is designed to secure the data on the disk by setting the disk back to factory 

default and make the data instantly and permanently unreadable. 
 
 

TIP: 
 

Enable SED protection on System > Security > SED, before 

performing this action. 
 
 
 
 

To instant erase disks, please follow the steps below: 
 

1. Select a disk from the disk list. 
 
 
 
 

TIP:  
You can select only SED supported disks.  

 
 
 

 

2. Click the function button in the top right corner of the disk list. 
 

3. Click Instant erase. 
 

4. Enter system administrator's password to ensure the security. 
 

5. Select the disk you wish to instant erase. 
 

6. Input the SED authentication code by entering the code, import the 

authentication key or PSID. 
 
 

TIP:  
1. The disk manufacturer provides PSID, and it can be found on its label. 

 
2. The SED authentication code or key to unlock the disk may not be as 

same as the authentication on your ONYX Series. 
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7. Click Confirm to finish the action.  
 
 

   Unlock a disk 
 

Self-encrypting drive (SED) is a hard basis encryption method by disk controller chips. For 

the data security, each access needs its authentication code, which means, before accessing 

the disk, you will need to unlock it. 
 

To unlock the disks, please follow the steps below: 
 

1. Select a disk from the disk list. 
 

2. Click the function button in the top right corner of the disk list 
 

3. Click Unlock.  

 

TIP: 
 

Before unlocking the SED disk, you need to enable SED 

authentication in Control panel > Security > SED Authentication. 
 
 
 
 

4. Select the disks you wish to unlock. 
 

 
 

5. Enter the authentication password or import the authentication key.  

 

INFORMATION:  
The password or key may not be the current authentication on your system.  

 
 

 

6. Click Confirm to finish the action.  
 

 

Set free a disk 
 

If you want to set your disk as a free disk, you can set it free and make it for another usage. 
 

To set free a disk, please follow the steps below: 
 

1. Select a disk from the disk list 
 

2. Click the function button in the top right corner of the disk list. 
 

3. Click Set free. 
 

4. A confirmation window will pop out. 
 

5. Click Confirm to finish the action. 
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INFORMATION: 
  

You can set free a disk from a mirror RAID set and the RAID will 

automatically change to RAID 0. You will lose RAID protection. 
 
 

 

S.M.A.R.T. Test 
 

S.M.A.R.T. stands for Self-Monitoring, Analysis, and Reporting Technology, which helps 

system administers to monitor and understand the disk status to prevent internally disk 

damage. 
 

To do the S.M.A.R.T. Test for a disk, please follow the steps below: 
 

1. Select a disk from the list. 
 

2. Click the function button in the top right corner of the disk list. 
 

3. Click S.M.A.R.T. Test . 
 

4. Select Quick Test or Full Test and click start. 
 

5. The test result will be shown below. 
 

6. Click OK to close the window. 
 
 
 

INFORMATION:  
Not all of disks support S.M.A.R.T. test.  
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3.2.3. Pool 
 

In Pool, you can check detail information about all pools on your ONYX Series, such as 

pool type, status, and capacity usage. You can also setup the SSD Cache, Deduplication, 

Auto Tiering, Spare disks, and SED authentication. 
 
 

INFORMATION: 
 

Pool is a set of drives that provide specific storage characteristics 

for the resources that use them. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

In this page, you can create a pool, expand or edit the existing pools, unlock the encrypted 

pool, export the pool encrypting key, scrub the pool and delete a pool. Meanwhile, you can 

also make quick settings by the button listed below. The button with gray background color 

means the function is supported for the pool and the blue background color means the 

feature is enabled for the pool. 

 

Create a pool 
 
 

Pool provides optimized storage for a particular set of applications or conditions. When you 

create a storage resource for hosts to use, you must choose a pool with which to associate 

the storage resource. If there are multiple types of drivers on the systems, you can define an 

auto tiering pool for more storage efficiency and performance. In physical deployment, each 

tier can be associated with a different RAID type. 
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INFORMATION:  
ONYX Series supports RAID0, 1, 5, 6, 10, 50, 60 and JBOD.  

 
 
 

 

To create a pool, please follow the step below: 
 

1. Click the Create button at the top of the Pool list. 
 

2. Specify the pool type for your purpose, Generic, Media streaming, Data base. 
 

3. Enable or disable Auto tiering for the pool. 
 

4. Enable or disable SED protection. If you choose to enable the SED protection, 

please enter the SED authentication for the ONYX Series. 
 
 

TIP:  
1. This feature supports only SED drives. 

 
2. If your SED authentication has been created, you will not need to 

enter password again. 

 
 
 

5. Specify the general settings for the pool, such as pool name, setting the disk write 

cache and pool encryption. 
 
 
 

 

INFORMATION:  
1. Disk write cache: The cache is the disk built in cache. 

 
2. Pool encryption is a software-based encryption to improve the data 

security 
 

3. Auto unlock is for the disk and system share the same password, 

it will unlock when the disks are inserted. 
 

4. Pool name length: 1-32 characters. 
 

5. Pool name allows only alphabet prefix. 
 

6. ñ.ò Canôt be placed neither in the beginning nor the end. 
 

7. Valid characters: a-z, A-Z, 0-9, -_. 
 

8. Pool encryption password: a-z, A-Z, 0-9, -_.!@#$%^&*()_+=? 
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6. Specify a RAID type to create the pool 
 

7. Select the Tiering type if the pool is set for enabling Auto Tiering. 
 

8. Select the disk from the local machine or connected enclosures.  

 

INFORMATION:  
The disk table shown on the screen shows only the select tier or 
enclosures.  

 
 

 

9. Select a RAID type for the selected disks. The estimated capacity depends on the 

RAID type and selected disks. 
 

10. Select the dedicated spare disk for this particular RAID set.  

 

INFORMATION:  
1. A dedicated spare disk is based on its capacity and disk type. 

 
2. The capacity of the spare disk needs to be greater or equal 

the largest capacity of the selected disks. 
 

3. If the pool is set to auto tiering pool, the spare disk need to be the 

same type as the selected disks. 

 
 
 

11. Check the create-pool summary. 
 

12. Click Confirm to finish the action.  
 

 

Expand the pool 
 

When the pool is short of storage capacity, the best way is the expand its capacity. In ONYX 

Series, it offers two ways to increase the pool capacity, expand it by Adding a RAID set, 

and Increase RAID set Capacity. 
 

To expand the pool capacity, please follow the steps below: 
 

1. Select a pool from the pool list. 
 

2. Click the function button in the top right of the pool list. 
 

3. Select an expanding method.  
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             a. Adding a RAID Set.  
 A create-window will pop out.  
 Select the disk from the local machine or connected enclosures.  

 

TIP: 
 

If the pool is auto tiering pool, you will need to choose a tier to create your 

RAID set. 
 
 

 

 Set the RAID type and dedicated spare disk and click Next when you finish 

setting.  Check expand pool summary/ 
 

  Click Confirm to finish the action. 
 
 

b. Increase RAID set capacity. 
 

  A online RAID expand window will pop out.  
 

INFORMATION:  
Online expand does not support RAID 0.  

 
 

 

 Select a RAID set to be expanded.  
 Select the disk you would like to replace and click the Change button at the top right 
corner.  

 After clicking the change button, you can find the disk LED identification light is 

blinking.  
 

CAUTION:  
Before next step, please take note of the following: 

 

1. Do NOT turn off the power during the procedure. 
 

2. Please remove the disk which was selected. 
 

3. Please do NOT swap disks during rebuilding. 
 

 

 Remove the disk.   
 Insert a new disk that the capacity is larger or equal capacity than the disk you 
removed in 

 
step 5. 

 
 After the synchronizing finished, please repeat step 5 and 6 for the disk which 

were not replaced to finish online RAID expand. 
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TIP: 

 
If the disk has been used or locked, please set free or unlock the disk to 

finish the action. 
 
 

 

 When all disks are replaced, click OK to close the window.  
 

 

Edit a pool 
 

After the pool is created, the pool configuration can be setup afterward. 
 

To edit a pool, please follow the steps below: 
 

1. Select a pool from the pool list. 
 

2. Click the function button at the top right corner of the pool list. 
 

3. Click Edit. 
 

4. A edit window will pop out. 
 

5. Setup Disk write cache, Pool encryption, set Dedicated spare disk for each RAID 
set. 

 
6. Click Confirm to finish setting.  

 

 

Decrypt a pool 
 

When pools are roaming from other ONYX Series and set for pool encryption, you need 

to unlock it before accessing. 
 

To unlock a pool, please follow the steps below: 
 

1. Select the locked pool from the pool list. 
 

2. Click the function button at the top right corner of the pool list. 
 

3. Click Unlock. 
 

4. A decryption window will pop out. 
 

5. You can either Enter password or Import key to decrypt the encrypted pool. 
 

6. Click Confirm to finish action.  
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Export Key 
 

When the pool is encrypted, you can export the pool encryption key for you easy to 

manage the authentication. 
 

To export the pool encryption key, please follow the steps below: 
 

 
1. Select the pool with pool encryption from the pool list. 

 
2. Click the function button at the top right corner of the pool list. 

 
3. Click Export. 

 
4. The encryption key will be downloaded immediately.  

 

 

Scrub 
 

This feature is for file system integrity. Scrub is for file system repair and system validation.  
 
 

 

INFORMATION:  
Pool scrubbing will be triggered by system while rebuilding the pool.  

 
 
 

 
To manually start scrubbing the pool, please follow the steps below: 

 

1. Select a pool from the pool list. 
 

2. Click the function button at the top right corner of the pool list. 
 

3. Click Scrub. 
 

4. A confirmation window will pop out. 
 

5. Click Confirm to start the action.  
 

 

Delete 
 

When the pool is no longer needed, you can always delete the pool.  

 

INFORMATION:  
Before deleting the pool, please make sure all the data of the pool is erased.  

 
 
 

To delete the pool, please follow the steps below: 
 

1. Select the pool from the pool list. 
 

2. Click the function button at the top right corner of the pool list. 
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3. Click Delete. 

 
4. A confirmation window will pop out. 

 
5. Click Confirm to finish the action.  

 

 

Auto Tiering pool 
 

VES Auto Tiering cost-effectively and dynamically places hot data on SSD or faster hard 

drives and cold data on lower cost high-capacity drives, allowing you to optimize 

application performance without straining your budget or sacrificing capacity. When you are 

creating an auto-tiering pool, you can set different types of RAID set which can be divided 

into different tiers, such as, Ultra-high speed (PCI-e SSD), High speed, High speed, and 

capacity. 

 

When you first create a pool with Auto tiering feature enabled, you will need to expand 

the auto tiering pool to put another RAID set, to make the auto tiering pool, please 

follow the steps below: 
 
 

1. Select an auto-tiering pool from the list.  

 

TIP: 
 

You can find the auto-tiering pool on the pool list that with start 

button and progress bar. 
 
 

2. Click the function button at the top right corner of the pool list. 
 

3. Click Expand. 
 

4. Select Expand the pool by adding another RAID set. 
 

5. Select the Tier type. 
 

6. Select the disk location. 
 

7. Select the disk(s).  

 

TIP:  
You can only use one type of disk for one tier.  

 

 

8. Specify the RAID type. 
 

9. Select the dedicated spare disk if needed. 
 

10. Click Next to check the summary. 
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11. Click Confirm to finish the action. 

 

After the auto tiering pool has been created, relocating the hot, warm, and cold data is the 

main factor for the auto-tiering pool. You can set the relocation manually or make it bay 

schedule. 

 

To start the data relocation manually, please follow the steps below: 
 

1. Select an auto-tiering pool from the list.  

 

TIP: 
 

You can find the auto-tiering pool on the pool list that with start button 

and progress bar. 
 
 
 
 

2. Click the start button on the bottom of the pool name. 
 

3. The data relocation will start right away, and the progress will be shown below. 
 

To start the data relocation by schedule, please follow the steps below: 
 

1. Select an auto-tiering pool from the list. 
 

2. Click the edit button on the bottom of the pool name. 
 

3. A schedule setting window will pop out. 
 

4. You can set the schedule as Daily, Weekly, Monthly, or Repeat in a period of time. 
 

5. Set up the start time. 
 

6. Set up the duration time.  

 

TIP: 
 

During the data relocation, the system may be affected. You can set up a 

period of time to relocate the data or make it run until finished. 
 
 
 
 

7. Set up the relocation rate.  

 

INFORMATION: 
 

Relocation rate is for how system performance resource to be 

allocated. Fast means use more resources to finish the data relocation. 
 

 

To check the detail information for auto tiering pool, please follow the steps below: 
 

1. Select the auto-tiering pool from the pool list. 
 

2. Click the Auto Tiering button on the bottom the right-hand side. 
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3. A detail information window will pop out. 

 
4. You can check the current status or the history by clicking the tab on the top.  

 

 

Monitor pool capacity usage 
 

Storage space is a cost and resource sensitive object. For system administrators, we keep 

you updated of the usage of storage spaces by simply few clicks. 

 

To set the notification of pool capacity usage, please follow the steps below, 
 

1. Click the check box of Send Notification. 
 

2. Scroll the blue spot to set the information level notification. 
 

3. Scroll yellow spot to set the Warming level notification. 
 

4. Click Apply to finish the setting. 
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3.2.4. Volume 
 

In Volume, you can view the current status, edit volume properties and delete the volumes.  
 
 

 

INFORMATION:  
A volume is a single accessible storage area with a single file system.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 

 

 
Create a volume 

 

A volume is a single accessible storage area with a single file system, typically resident as 

a single partition of a hard disk. 
 

To create a volume, please follow the steps below: 
 

1. Click Create button on the top of the volume list. 
 

2. Specify the name of the volume 
 

3. Specify the location of the volume, such as pool1. 
 

4. Specify the volume capacity or scroll the bar shown below. 
 

5. Specify the tiering-policy if the pool is set to enable Auto tiering. 
 

6. Click the checkbox and set the compression level. 
 

7. Click Next. 
 

8. Check the summary of the volume you are going to create. 
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9. Click Confirm to finish the action.  

 
 

Edit a volume 
 

After the volume has created, you can always increase its capacity, auto tiering 

policy and enable/disable compression level. 
 

To edit the volume, please follow the step below: 
 

1. Select a volume on the volume list. You can check the volume location on the list. 
 

2. Click the function button on the top right of volume list. 
 

3. A edit window will pop out. 
 

4. Scroll the bar to increase the capacity. 
 

5. Click the dropdown menu to set the auto tiering policy. 
 

6. Click the check box to enable or disable of compression. 
 

7. Click Next. 
 

8. Check the summary of the volume. 
 

9. Click Confirm to finish the action.  
 

 

Delete a volume 
 

When the volume is no longer needed, you can delete the volume after all shared folder is 
deleted. 

 

To delete the volume, please follow the steps below: 
 

1. Select the volume on the volume list. You can check the volume location on the list. 
 

2. Click the function button on the top right of volume list. 
 

3. A confirmation window will pop out. 
 

4. Click Confirm to finish the setting. 
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3.2.5. Virtual Volume 
 

In Virtual Volume, you can create a target list to connect your remote target to extend your 

storage capacity. You can reconnect/disconnect, edit, copy the IQN and delete the target. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

 

Create a remote target 
 

By creating a remote target, you can see the volumes which you can use on your local ONYX 

Series or by other OS which supports virtual volumes. We support it connect via Ethernet and 

Thunderbolt 3 interfaces. 
 

To create a remote target, please follow the steps below: 
 

1. Click Create on the top of the remote target list. 
 

2. Select the interface you prefer to connect your remote target or use All to auto-

detect the target. 
 

3. Enter the IP of the remote target or click the drop menu to broadcast all available 

remote target. 
 

4. Specify the port for your remote target and its default value is 3260. 
 

5. Click Connect. 
 

6. Select the target on the remote destination. 
 

7. Specify CHAP if needed. 
 

8. Click Confirm to finish the action.  

 

INFORMATION:  
The target list will be shown as its IP address of the remote destination.  

 
 
 

 



 

100     ONYX Series Software Guide Document CTC-DOC-003004 

Viking Enterprise SolutionsÊ Proprietary Information 

Edit the Virtual Volume 
 

After connected to the remote target, you can check the virtual volume list on the right. You 

can see how many virtual volumes on the target, its status, file system, capacity, and its 

available capacity. At the same time, you can make an edit of the virtual volumes. 
 

To edit the virtual volumes, please follow the steps below: 
 

1. Select a virtual volume on the remote target list. 
 

2. Click the Edit button on the top right-hand side of the virtual volume list of the 

selected target. 
 

3. After clicked the checkbox of Format now, you can assign the file system of 

the virtual volume and change its name. 
 

4. Click Confirm to finish the setting.  
 

 

Disconnect a virtual volume 
 

You can disconnect the online virtual volume; you can simply click the disconnect to 

finish the action. 
 

To disconnect a virtual volume, please follow the steps below: 
 

1. Select a virtual volume on the remote target list. 
 

2. Click the function button on the top right-hand side of remote target list. 
 

3. Click Disconnect. 
 

4. The virtual volume will be disconnected right away.  
 

 

Edit remote target 
 

You can edit the CHAP authentication by clicking edit to finish the action. 
 

To edit the remote target, please follow the steps below: 
 

1. Select a virtual volume on the remote target list. 
 

2. Click the function button on the top right-hand side of remote target list. 
 

3. Click Edit. 
 

4. The edit remote target window will pop out. 
 

5. Specify the CHAP authentication. 
 

6. Click Confirm to finish the action. 
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IQN 
 

For system administrators, we provide a convenience feature to help them finish settings 

faster, Copy the IQN. 
 

To copy the IQN, please follow the steps below: 
 

1. Select a virtual volume on the remote target list. 
 

2. Click the function button on the top right-hand side of remote target list. 
 

3. Click IQN. 
 

4. The IQN window will pop out. 
 

5. Click Copy & Close. 
 

6. The IQN will be on the clipboard of your system.  
 

 

Delete a remote target 
 

When the remote target is no longer needed on the system, you can easily remove it by 

clicking one button. 
 

To delete the remote target, please follow the steps below: 
 

1. Select a virtual volume on the remote target list. 
 

2. Click the function button on the top right-hand side of remote target list. 
 

3. Click Delete. 
 

4. A confirmation window will pop out. 
 

5. Click Confirm to finish the action. 
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3.2.6. Block Storage 
 

In Block Storage, you can manage the General settings, Target, and LUN setups. 
 

 

General Settings 
 

In General settings, you can manage the iSCSI target service and config its service port. 

Meanwhile, you can also setup the iSNS server IP address. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

INFORMATION: 
 

1. iSCSI Target service is an industry standard protocol allows sharing 

storage over the Ethernet. The server shares the storage called iSCSI 

Target. The server consumes the storage is called iSCSI initiator. 
 

2. iSNS server is Internet storage name services protocol. This protocol 

is used for interaction between iSNS servers and iSNS clients. 
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Enable iSCSI target service 
 

By enabling the iSCSI services, it can help the clients to connect the target on you ONYX 
Series. 

 

To enable the iSCSI target service, please follow the steps below:  

 

INFORMATION:  
This target service is default on.  
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1. Click Enable iSCSI target service. 
 

2. Specify the iSCSI service port numbers. 
 
 
 

INFORMATION:  
Default port is 3260.  

 
 
 

 

3. Click Apply to finish the setting.  
 

 

Enable iSNS 
 

iSNS server provides intelligent storage discovery and management services comparable 

to those found in your networks. 
 

To enable the iSNS service, please follow the steps below: 
 

1. Enter the IP address. 
 

2. Click Apply to finish the setting. 
 

 

Setup 
 

In Setup page, we can create, edit, and modify Targets and LUNs.  
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Create target and map an LUN 
 

iSCSI LUN is a type of storage area networking service that provides additional storage 

capacities for another system to use. A target is an object which allows the iSCSI initiators to 

make the connection and a mapped LUN provides the storage capacities.  

 
 

To create target and map a LUN, please follow the steps below: 
 

1. Click Create button in the top right-hand corner of the window. 
 

2. A create wizard will pop out. 
 

3. Choose which way you want to use, Create a target and map a LUN, Create a 

target, Create a LUN, and click Next. 
 

a. Create a target and map a LUN 
 

 Specify the target name  
 Choose to enable CHAP or not  
 If you choose to enable CHAP, you can enable Mutual CHAP.  
  Select the CRC checksum  
  Specify whether to allow multiple sessions or not.  
  Click Next.  
  Specify the LUN name.  
  Select its location. It should be located based on pool level.  
  Specify its allocation, Thin provision or Thick provision.  
  Specify its capacity by entering the number or scroll the bar. 

 
 Specify the tiering policy if it is located on an auto-tiering 

pool  Specify the compression. 
 

 Map an iSCSI target. In this create scenario, the LUN will be automatically mapped 
to the LUN you just created.  

 Click Next. 
 Check the creating summary. 
 Click Confirm to finish the action. 

 
b. Create a target 

 

  Specify the target name  
  Choose to enable CHAP or not  
 If you choose to enable CHAP, you can enable Mutual CHAP.  
 Select the CRC checksum  

  Specify whether to allow multiple sessions or not. 
 

  Click Next. 
 

  Check the creating summary. 
 

  Click Confirm to finish the action. 
 

c. Create a LUN 
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  Specify the LUN name.  
  Select its location. It should be located based on the pool level. 

 

 Specify its allocation, Thin provision or Thick provision.  
 Specify its capacity by entering the number or scroll the bar.  
 3ÐÅÃÉÆÙ ÔÈÅ ÔÉÅÒÉÎÇ ÐÏÌÉÃÙ ÉÆ ÉÔ ÉÓ ÌÏÃÁÔÅÄ ÏÎ ÁÎ ÁÕÔÏ-tiering pool  

 Specify the compression. 

  Map an iSCSI target. In this create scenario, the LUN will be automatically 

mapped to the 
 

LUN you just created.  
  Click Next.  
  Check the creating summary.  
  Click Confirm to finish the action.  

 

 

INFORMATION: 
 

1. CHAP is a protocol that is used to authenticate the peer of a connection 

and is based upon the peers sharing a security key. 
 

2. Mutual CHAP, with this level of security, the target and the 

initiator authenticate each other. 
 

3. CRC checksum is an error detection mechanism in which a special 

number is appended to a block of data to detect any changes introduced 

during transmission. 
 

4. Head digest is to ensure the validity of the deader portion of the protocol 

data unit. 
 

5. Data digest is to validate the data segment of the PDU. 
 

6. During an iSCSI session, it supports multiple sessions between 

different initiators. 
 
 

 

Turn on/off the target 
 

After the target is created, the target is not yet connectable. You have to turn on the target so 

that can make initiators discover it. 
 

To turn on the target, please follow the steps below: 
 

1. Select a target from the target list. 
 

2. Click the switch button. When the target is off, it shows off. 
 

3. After the button is clicked, the service is started.  
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Edit a target 
 

You can always change the authentication, checksum setting and multisession settings 
afterwards. 

 

To edit a target, please follow the steps below: 
 

1. Select a target from the target list. 
 

2. Click the function button on the top right-hand side of the target list. 
 

3. An edit window will pop out. 
 

4. You can edit the settings of the target. 
 

5. Click Next. 
 

6. Check the summary of the target. 
 

7. Click Confirm to finish the action.  
 

 

Delete a target 
 

When a target is no longer needed, you can delete it by just one click. 
 

To delete the target, please follow the steps below:  
 

TIP:  
The target can only be deleted when there no LUN mapped on it.  

 
 
 
 

1. Select a target from the target list. 
 

2. Click the function button on the top right-hand side of the target list. 
 

3. Click Delete. 
 

4. A confirmation window will pop out. 
 

5. Click Confirm to finish the action.  
 

 

Edit a LUN 
 

You can edit a LUN for the name, allocation, capacity, auto-tiering policy, and compression 

after a LUN is created. 
 

To edit a LUN, please follow the steps below: 
 

1. Select a LUN from a target or unmapped LUN list. 
 

2. Click the function button on the top right-hand corner of the list. 
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3. Click Edit. 

 
4. An edit window will pop out. 

 
5. You can edit the settings of the LUN. 

 
6. Click Next. 

 
7. Check the summary of the LUN. 

 
8. Click Confirm to finish the action.  

 

 

Take a snapshot for a LUN 
 

Ensure the data security is the most important thing on ONYX Series. You can easily take a 

snapshot for your LUN. 
 

To take a snapshot, please follow the steps below: 
 

1. Select a LUN from a target or unmapped LUN list. 
 

2. Click the function button on the top right-hand corner of the list. 
 

3. Click Take a snapshot. 
 

4. System will direct you the Backup page. 
 

5. Click Take Now button to take a snapshot. 
 

6. For more details, you can click Help button on the top right corner of the sub window.  
 

 

LUN Mapping 
 

After the LUN is created, you need to map it to a target so that it can be used for other 

device as a storage capacity. 
 

To map or unmap an LUN, please follow the steps below: 
 

1. Select an LUN from a target or unmapped LUN list. 
 

2. Click the function button on the top right-hand corner of the list. 
 

3. Click LUN mapping. 
 

4. An edit window will pop out. 
 

5. Use the drop-down menu to map/unmap the LUN. 
 

6. Check the summary for the editing. 
 

7. Click Confirm to finish the action.  
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Delete a LUN 
 

When the LUN is no longer needed, you can delete it just by one click. 
 

To delete a LUN, please follow the steps below: 
 

1. Select a LUN from a target or unmapped LUN list. 
 

2. Click the function button on the top right-hand corner of the list. 
 

3. Click Delete. 
 

4. A confirmation window will pop out. 
 

5. Click Confirm to finish the action.  
 

 

LUN masking 
 

LUN Masking is a level of security that makes a LUN available to only selected 

hosts and unavailable to all others. You can add, edit and delete the masking in the 

selected LUN. 
 
 

INFORMATION:  
Default policy is for all initiators and read/write permission.  

 
 

 

To add/edit/delete masking, please follow the steps below: 
 

1. Select a LUN from a target or unmapped LUN list. 
 

2. In the LUN information, you can find out the masking information in the bottom 

of the window. 
 

a. Add 
 

  Click Add button at the top right corner of the table. 
 

  An add window will pop out. 
 

  Specify the policy name 
 

  Enter the Initiator IQN 
 

 Specify the masking policy, Read only, Read/Write, and Deny 

Access.  

 Click Confirm to finish the action 
 

b. Edit 
 

  Select a masking policy on the list.  
  Click Edit button at the top right corner of the table.  
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 Edit the masking policy, Read only, Read/Write, and Deny 

Access.  

 Click Confirm to finish the action. 

 
c. Delete 

 Select a masking policy on the list. 
 Click Delete button at the top right corner of the table. 
 A confirmation window will pop out. 

 Click Confirm to finish the action. 

 

3.2.7. SSD Cache 
 

In SSD Cache, you can check and manage all your caches for your system. SSD cache can 

improve the random read performance. Meanwhile, one single SSD can provide both read 

and write cache to your storage. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Create a SSD cache 
 

To improve the performance of a particular pool, you can mount a SSD cache to the pool. 
 

To create a SSD Cache, please follow the steps below: 
 

1. Select the SSD. 
 

2. Click Apply to finish the action. 
 
 

Delete Cache 
 

When the cache is no longer needed, you can delete the cache by simply one click. 
 

To delete an SSD cache, please follow the steps below: 
 



 

111     ONYX Series Software Guide Document CTC-DOC-003004 

Viking Enterprise SolutionsÊ Proprietary Information 

1. Select the SSD from the SSD list. 
 

2. Click out the checkbox. 
 
3. Click Apply to finish the setting. 

 

3.2.8. Deduplication 
 

In Deduplication, you can check how this feature takes effect of you ONYX Series. It 

makes your storage capacity more efficiently and lowers the capacity requirement. 
 
 

Enable the deduplication 
 

To save more data capacity on your system, you can simply click one button to set it up. 
 

To enable the deduplication, please follow the steps below:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

TIP: 
 

Before using deduplication, you have to assign at least two SSDs with 

minimum 480GB for Hybrid SSD cache. 
 
 

 

1. Click Enable. 
 

2. Click Apply to finish the action.  

 

INFORMATION: 
 

Deduplication can only take effect when the function is enabled. Files 

transferred to the NAS before deduplication was enabled will not be 

deduplicated. 
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CAUTION:  
Deduplication canôt be disabled once its enabled, be sure when you try to 
enable it. 
You need at least two SSDs for deduplication, and if two SSD fail, it will 
cause your pool fail, please be aware of your SSDsô endurance.  
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3.2.9. Performance Tuning 
 

In performance tuning, you can enable SSD trim to improves compatibility 

endurance and performance by allowing the drive to do garbage collection in the 

background. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Enable SSD Trim 
 

To improve the SSDs performance and compatibility on ONYX Series, you can enable SSD 
Trim. 

 

To enable the SSD Trim, please follow the steps below: 
 

1. Click the check box next to Enable SSD Trim. 
2. Click Apply button to finish the setting. 

 
 
CAUTION:  
While enabling the SSD Trim, all SSDs on the ONYX Series will be 
affected.  
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3.3. File Sharing 
 

3.3.1. User 
 

On User page, you can flexibly create and manage individual users when accessing ONYX 
Series.  

 
 
 

Create a User  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

To create a user, please follow steps below: 
 

1. Click Create button and Create User window will pop out. 
 

2. Fill in required information: Username, Password and Verify password. 
 

3. You can also enter following optional values: 
 

Å Email: Userôs email address. 
 

Å Description: Brief description of the user. 
 

Å Enable this user: With this option selected, the user can log into VESQ. 
 
Å Enable UserHome folder: With this option selected, the user would have a 

personal Home folder. 
 
Å Quota: Limit the userôs space usage of shared folders. The user quota is not 

limited to the total capacity of shared folder. 
 
Å Group: Assign the user to groups. By default, the user will be a member of 

User_Group. A user should join at least a group. 
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Å Shared folder permission: Assign the userôs permission when accessing shared 
folders. 

 
Å Application privilege: Control the services that the user can use. 

 
4. Click Confirm button. The user will be shown on the User list after it has been 

successfully created. 
 
 

INFORMATION:  
Å The description is limited up to 512 characters. 

 
Å The maximum user number is 2048. 

 

User Naming Rule: 
 

1. Admin account is a special administrator account for managing ONYX 

Series. It is created by default and cannot be deleted. 
 

2. The username is case sensitive and should be from 1 to 128 characters, 

excluding the following symbols: ñ `~!@#$^&*()=+[]{}\|/;:'",<>?% ò and 

space. 
 

3. The ñ.ò cannot be placed either in the beginning nor the end. 
 

4. The user password should be from 4 to 64 characters and be created 

with ña-zA-Z0-9-_ò. 
 
 
 

 

Import or Export Users and Groups 
 

By clicking Import/Export button, the Import/Export window will pop out. Select Export 

current accounts to download all system accounts to your local device. If you want to import 

accounts backed up from the system previously, you can select Import existing accounts 

and choose whether to overwrite current accounts or append behind. 
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User Account Management 
 

On User page, all system users are presented in User list. You can select a user and view 

its profile and detail settings. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

You can directly edit the configuration of the user by clicking the Edit button on the right: 
 

Å In Profile area, the email address and the user description can be modified. You 

can also enable/disable the user and its Home folder. Click Change Password 

button if you want to change the userôs password. 
 

Å In Quota area, you can restrict the userôs space usage on shared folders. 
 
Å In Group area, the user can be assigned to different groups. 
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Å In Shared folder permission area, the userôs permission on shared folders can be 

assigned. 
 
Å In Application privileges area, you can decide which application service the user has 

right to use. 
 

1. Select the user you want to delete. 
 

2. Click Delete button. 
 

3. Click Confirm button on the pop-up window. 
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3.3.2. Group 
 

This page provides an overview of current system groups. You can categorize users into 

groups and assign group permissions on shared folders to simplify user permission control. 
 
 

 

Create a Group  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

To create a group, please follow steps below: 
 

1. Click Create button and Create Group window will pop out. 
 

2. Fill in Group name and Description. 
 

3. You can assign members or shared folder permission for the group. 

 
 

4. Click Confirm button.  

 

INFORMATION:  
Å The description is limited up to 512 characters. 

 
Å The maximum group number is 1024. 

 
Å Administrator_Group and User_Group are default groups which 

cannot be deleted. 

 

Group Naming Rule: 
 

1. The group name is case sensitive and should be from 1 to 128 

characters, excluding the following symbols: ñ 

`~!@#$^&*()=+[]{}\|/;:'",<>?% òand space. 
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2. The ñ.ò cannot be placed either in the beginning nor the end.  
 
 
 
 

 

Group Management 
 

The Group list shows all system groups. You can select a group and check its members. 

If you would like to manage the user further, simply click the user icon and you will be led 

to its profile. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

To edit a group, please follow steps below: 
 

1. Select the group you want to edit. 
 

2. Click Edit button and Edit Group window will pop out. 
 

3. You can adjust group members and its shared folder permissions. 
 

4. Click Confirm button to apply new settings. 
 

 

To delete a group, please follow steps below: 
 

1. Select the group you want to delete. 
 

2. Click Delete button. 
 

3. Click Confirm button on the pop-up window. 
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3.3.3. Domain Security 
 

You can join your ONYX Series to a domain server and allow domain accounts to log in 
VESQ.  

 
 
 

To join a Windows domain server  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Select Enable domain security and click Active Directory, then fill in the required fields below: 
 

Å Domain controller name or IP address: The name or address of the AD server. 
 

Å Domain administrator account: The admin account of the AD server. 
 

Å Domain administrator password: The admin password of the AD server. 
 

Å Fully qualified domain name: The DNS name of the domain. 
 

Å NetBIOS domain name: Microsoft domain name. 
 

You can set Account syncing schedule to synchronize with AD server periodically. If you 

would like every AD user to have its own Home folder, select Enable UserHome folder . 
 
 

TIP:  
Å Please make sure that the DNS server can translate the AD server 

name. 
 

Å Please make sure that the system time is synchronized with AD 
server.  
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To join a LDAP domain server 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Select Enable domain security and click LDAP , then fill in the required fields below: 
 

Å LDAP server IP address : The IP address of the LDAP server. 
 

Å Base DN : The domain of the LDAP server. 
 

Å Admin DN : The admin of the LDAP server. 
 

Å Administrator password : The password of the LDAP admin. 
 

Å User base DN : The organization unit (OU) in which users are stored. 
 

Å Group base DN : The organization unit (OU) in which groups are stored. 
 

If you would like every LDAP user to have its own Home folder, select Enable UserHome 
folder .  

 
 

 

INFORMATION: 
 

Å After joining in LDAP, you cannot set Windows ACL permission 

from VESQ. 
 

Å Joining in LDAP server will cause local users cannot log in CIFS 
service.  
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3.3.4. Folder 
 

You can create network shared folders for storing files or documents and share with other 
users.  VESQ brings you an intuitive interface to manage shared folders. 

 

Folder Map 

 

On Folder Map, you can easily view the permissions for each shared folder. By simply 

clicking the mode-switching buttons, you can check the user and group permissions on 

ONYX Series or domain server. You can click the folder icon and jump to Shared Folder 

page to manage the shared folder. Clicking the account name will lead you to User or 

Group page to manage account settings. 
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Shared Folder 
 

A shared folder is a root access point for storing data and sharing files via various file 

services. This page allows you to manage basic settings of shared folders and control access 

behaviors of users and groups. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Create a Shared Folder 
 

Before creating a shared folder, please make sure that there is a local data volume or a virtual 

volume on the system. 
 
 

INFORMATION:  
Requirement: A local data volume or a virtual volume.  

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


































































































































































